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INTRODUCTION 

While there are many facets of the European Digital Diplomacy Exchange (EDDE) that distinguishes itself 
from similar initiatives, organizations, and associations, the one perhaps that is most illustrative is its com-
mitment to a specific principal – multidisciplinary. 

Others seem to address the issue of digital government strategic communications from a singular per-
spective, particularly one that champions the simple shift of seasoned, established, and well-understood 
government communications products and principals into the digital information space. In effect, they 
seek insights on how to make diplomacy digital. On the contrary, EDDE has always adopted a different 
approach. It is one that takes a more wholistic assessment of the practice area – including all its opportu-
nities and obstacles – and incorporates insights from disparate fields of study and engagement to provide 
a more complete solution. It seeks to identify how to make digital into diplomacy. While others seek to 
translate, EDDE seeks to transform.

Digitally-facilitated communication technologies significantly impacted the traditional structures of in-
formation flow upon which contemporary democratic societies and its institutions were founded. Due to 
limitations in access and capital, the direction, development, and distribution of information media was 
concentrated across an elite subset of institutions and individuals. In many cases, government structures 
and other components of democratic societies, including political parties, civil society organizations, and 
academia were amongst these institutions, and even contributed directly to the growth of the news or-
ganization concept. They were empowered to distribute information to their citizens in order to support 
necessary ongoing democratic processes, even if the content production itself was less than egalitarian. 
This structure, in general, was reinforced by the technologies of the 20th century that increased access to 
information but continued to relegate most citizens to an information consumption role. 

Digital technology irreversibly altered this pattern by democratizing information. The proliferation, popu-
larization, and professionalization of digital communications mediums and tools empowered information 
consumers to become information creators, while also broadening their access to non-traditional infor-
mation sources that exist beyond the established information channels. It transformed a directive-infor-
mation structure into a distributive information structure, equalizing the field and emboldening non-tra-
ditional media actors to rival traditional media actors for relevancy, credibility, and, ultimately, authority.

It is impossible to shake the foundations of democratic societies without experiencing broader social, 
cultural, political, and economic reverberations. Resultingly, questions of how digital technology have im-
pacted broader society are abundant, and it is through this lens that we must assess the digital revolution 
and through which we must view government communications as a component of a larger question.

This compendium seeks to examine the issue of digital public affairs and digital public diplomacy in a 
multidisciplinary fashion. It calls into question assumptions about the practice area and seeks to provide 
answers drawing from the fields of psychology, sociology, economics, marketing, and communications to 
build a wholistic concept of how to address the changes the field of diplomacy has and will experience as 
it enters the digital information space. 
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ABSTRACT
Social networks are changing our understanding of the world and the ways we engage in it, raising 
the stakes for government communicators operating in digital spaces. Faced with overwhelming 
information and options, people look for “social proof,” turning to those they trust for guidance. 
Social media allow governments to interact with citizens, harnessing the power of horizontal, per-
son-to-person interaction and communication in digital spaces to build trust in government brands, 
increase civic awareness, and foster positive civic participation. It is the interactions and opportuni-
ties for relationship-building that make social media such a powerful communication channel.

This chapter explores the difference between traditional and digital marketing theories, equips read-
ers with actionable steps to create and maintain trustworthy digital brands, addresses challenges 
government communicators face in digital spaces, and provides key considerations for developing 
content that resonates with audiences. Government communication occupies a singular space in the 
social media ecosystem. For each community, there is only one national government, one province 
or state government, one city government, and so on. This gives unique power and gravity to govern-
ment messages. When done well, digital marketing can be a powerful tool for creating trust between 
the government and those it serves.
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In this noisy digital world, audiences are bombarded with catchy, carefully drafted, meticulously targeted 
marketing messages—and are increasingly tuning them out. With so many messages coming at them, it’s 
hard for people to know which ones are worth their attention. Faced with overwhelming information and 
options, people look for “social proof,” turning to those they trust for guidance. Accordingly, messages 
from friends, family, and any source a person trusts (regardless of whether the source is actually trustwor-
thy) carry far more weight than even the most revered experts or brilliant marketing campaigns. 

These days, “people trust sideways, not upwards,” says foresight strategist Sean Pillot de Chenecey in The 
Post-Truth Business: How to Rebuild Brand Authenticity in a Distrusting World. It’s not that surprising when 
you stop to think about it: humans build relationships with other humans. It’s rare for humans to form 
strong relationship bonds with institutions and brands (when they do, though, it’s usually with institutions 
and brands that behave more like humans). “We believe each other far more than we believe branded mes-
sages,” says Pillot de Chenecey, citing a 2015 Nielson study, conducted in over 60 countries, which showed 
that 83% of consumers believe recommendations from friends and family over all forms of advertising. 
In LikeWar: The Weaponization of Social Media, international relations scholar P. W. Singer and Emerson T. 
Brooking, Senior Fellow at the Digital Forensic Research Lab of the Atlantic Council, make a similar obser-
vation about the power of messages disseminated by people we know, admitting: “If it comes from friends 
and family, it is inherently more believable.”

In addition to the credibility imbued to messages that come from those we know and trust, people want to 
hear from the humans in their lives, so messages from friends and family cut through the cluttered digital 
landscape in ways institutional messages rarely will. For this reason, effective digital marketing invites 
audience members to participate in dialogue, message creation, adaptation, and sharing. By creating op-
portunities for connection and conversation, digital marketers can reach a much wider range of audience 
segments in more authentic and compelling ways than traditional marketing methods. When digital mar-
keting is done well, humans voluntarily carry brand messages to their own social networks and spheres of 
influence.

In Creating Things that Matter: The Art and Science of Innovations that Last, David Edwards notes the de-
cline in audiences for traditional cultural forms with “prescribed conventions,” while audiences for “un-
scripted cultural forms with active participation” are exponentially growing, and user-generated content 
is exploding. With no interactivity between a communicator and an audience, the traditional marketing 
theory is based on “prescribed conventions” and confined by specifications of the mediums it was created 
to address—one-way communication channels with limited messaging space serving up content for con-
sumption by passive audiences. The scarcity of pages in a print media product or minutes of airtime on 
the radio and television stations means only a few messages will be transmitted in these spaces—either 
the messages of those who can afford to pay for the space or those that align with the values or goals of 
whoever decides how to allocate the space. Accordingly, traditional marketing methods focus on how to 
create memorable messages that stand out on these limited channels as well as determine how to best 
spend money buying space on these channels. 

Social media platforms, on the other hand, are unlimited in terms of messaging space and provide free 
access not only to people consuming messages, but also to anyone who has something to say or who 
wants to interact with others. Messages don’t have to be approved by medium gatekeepers, can take many 
forms, and are not confined to specific times and places—anyone who sees a message can react to, com-
ment on, share, or modify it. Posts on social networks are public and personal at the same time. One-to-
one messages simultaneously reach several others, making social media far more than just a broadcasting 
platform. It’s a means of connecting and staying connected with real people and connecting them to each 
other. It’s not just about producing content, it’s about “creating experiences through engagement with 
that content,” says social media strategist Bryan Kramer in Shareology: How Sharing is Powering the Human 
Economy. 
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“[P]eople are no longer satisfied with simply consuming ideas, but increasingly expect to play a role in 
developing, tweaking, and propagating those ideas to an unlimited potential audience,” say Jeremy Hei-
mans and Henry Timms in New Power: How Power Works in Our Hyperconnected World and How to Make it 
Work for You. Instead of pushing out perfected messages to be consumed by audiences, successful digital 
marketers communicate ideas the audience can interact with, build on, and take in different directions. 
Effective digital messages are “spreadable”—designed to be adopted, adapted, and shared from person 
to person. Audience members are active stakeholders with important insights and have a crucial role in 
refining, reinterpreting, and disseminating ideas. Digital communicators are better served by throwing out 
lots of small messages, seeing how people respond, and iterating accordingly, rather than investing in the 
efforts to meticulously craft a few big messages.

Digital marketers monitor and learn from the ways audience members interact with content. When a user 
comments on a post or shares a message from an original creator, the message now also carries the thumb-
print of the co-creator, who amplified, clarified, or somehow re-packaged the original post. Every modifica-
tion an individual adds to a message makes it more appealing to his or her own community and networks. 
This essentially “viral” nature of social media can allow a message to reach beyond those who follow an ac-
count, but it also opens the message up to more modification on its way to the viral audience. This means 
marketers have far less control over their messages than they had in the predigital world.

Ideas gain even more momentum when multiple individuals transmit overlapping and reinforcing messag-
es. People are more likely to believe and share content they see from several friends first, says research 
cited by Singer and Brooking in LikeWar—they then share it with others who believe what they say. So, 
engaging audience members to spread messages to their own spheres of influence in words and ways 
that are meaningful to them is crucial in helping brands become a trusted source that audience members 
turn to instead of tune out. The explosion of “semi-public, symbolic micro-actions,” such as clicking “Like,” 
retweeting a political message, or otherwise demonstrating support in a digital space, “can slowly reshape 
how people make sense of their values and politics,” says Zeynep Tufekci, New York Times columnist, as 
quoted in Memes to Movements: How the World’s Most Viral Media is Changing Social Protest and Power.

Given the many ways social networks are changing our understanding of the world and the ways we en-
gage in it, stakes are high for government communicators operating in digital spaces. Jen Pahlka, founder 
of Code for America, famously said that “government is what we do together that we can’t do alone.” It’s 
a very simple reframing, but the government in its most basic form is just humans banding together to 
accomplish large things. Rather than viewing the government as a force from the outside coercing regular 
people, it helps to remember (and communicate) that the government is made up of individuals from the 
community, working to accomplish goals on behalf of the stakeholders they serve.

In this framework, government communication is not about an authority broadcasting its declarations 
among its subjects. The government is more like a team, empowered by the community to work on their 
behalf against a common problem. As representatives of a larger community, the government (as repre-
sented by its communicators) is obliged to have a more interactive relationship with the community. And 
social networks provide space for those interactions. 

“While we see many of the ‘accepted’ types of marketing communication becoming less and less effective, 
aiming to play an effective community role… has become a bedrock of today’s and tomorrow’s brand,” 
says Pillot de Chenecey. “An increasing number of people running ‘vibrant brands’ realize that seeking the 
support and endorsement of communities validates the brand’s existence by underlying its authentic cre-
dentials.” Harnessing the power of horizontal, person-to-person interaction and communication in digital 
spaces creates trust in government brands, increases civic awareness, and fosters positive civic partici-
pation. The co-creation of and participation in public processes that take place as community members, 
strangers, and brands share messages is an example of digital democracy in action. 
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But inviting participation inevitably comes with a variable level of risk. Examples of successful and failed 
digital engagement efforts exist all around us. For every photo-contribution campaign or ALS Ice Bucket 
challenge, there is a Kenneth Cole tweet claiming that the Arab Spring was an uproar over their spring 
clothing line. For every Fiona the Baby Hippo, there is a Boaty McBoatface. Governments need to be care-
ful about maintaining the trust of their community, but they also need to create compelling content to 
cut through the noise on digital platforms and reach members of the community. Private companies can 
generally share messages with more freedom than governments. Not only do governments have the obli-
gation to communicate factually and accurately, they have other obligations as well. These might include 
inclusivity, respect for language diversity, historical issues, respect for cultural diversity, and accessibility 
to people with disabilities. This maze of requirements for government messages often leads government 
communicators to strike a dispassionate tone, as opposed to risking a campaign or message that might be 
more fun and engaging, but could damage the community’s trust.

While these requirements necessitate some level of caution by government communicators regarding the 
use of social media, that caution should not hinder governments from seizing the opportunity to exercise 
social leadership. Government communication occupies a singular space in the social media ecosystem. 
For each community, there is only one national government, one province or state government, one city 
government, and so on. This gives unique power and gravity to government messages. For example, while 
the government social media team (or individual, depending on the size of the government organization) 
must craft messages carefully to include and respect all aspects of the community, they also have the op-
portunity to demonstrate what respectful and inclusive language looks like. This leadership may take the 
form of written descriptions of videos and images to convey their message to people who utilize alt-text 
readers, give land acknowledgements to respect displaced communities, or use people-first language to 
honour everyone, regardless of their ability or status. Government communicators should recognize that 
they are in a position to model behaviour of their audience.

Social media presents tremendous opportunities as well as significant challenges for government commu-
nicators. Regardless of associated perils, social media is a crucial component of any communication strat-
egy because, as Singer and Brooking point out, “it now forms the foundation of commercial, political, and 
civic life.” Read on for ways governments can communicate effectively in digital spaces as well as rethink 
how to manage increased digital monitoring, content creation, and interaction.

Establishing a trustworthy digital brand
Digital marketing is a long-term investment. Trust is built over time, as audiences become familiar with 
your brand and learn what to expect from it. Consistent demonstration of transparency, competence, and 
empathy develops impactful digital assets where audiences turn to for “on-brand” information. However, 
staying “on-brand” all the time can bore audiences and cause them to tune you out completely. Occasional, 
intentional “off-brand” messages should be strategically deployed to maintain interest of, amuse, delight, 
or even surprise audiences and make them take action. “Off-brand” messages are far more likely to garner 
attention than the consistent “on-brand” messages you deliver regularly, so they should be used sparingly 
and with the intention to spark specific action by your audience. 

Effective consistency and strategic variety of messages both depend on defining your digital brand, deter-
mining your digital goals, and identifying and understanding your audience.

Define your digital brand(s). 
Your brand is conveyed by the sum total of visuals (avatars, profile pictures, cover photos, and other imag-
es) associated with your social media accounts; the topics you post about; the language, tone, and person-
ality of the messages you send; and the way you interact with and respond to audience members. A funny, 
warm, friendly brand communicates differently than a serious, authoritative, expert brand. 
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Let’s do a quick audit of your government brand:
• Why does the government brand exist? What value does it add to the community?
• What words would you use to describe the government brand you are responsible for managing?
• Describe your brand as if it were a person (in as much detail as possible). 
• What words would key audiences use to describe your brand?
•  How do you want your government brand to be perceived on social networks? Is it currently perceived 

that way? What modifications to visuals, topics, personality, and interactions would change audience 
perception?

Your brand is the foundation for all marketing and communication activities. No matter who you’re at-
tempting to reach and no matter what goal you’re trying to accomplish—first and foremost, you have to be 
true to the brand. (Except for those rare times when breaking form with the brand makes strategic sense 
to grab attention for a specific purpose.)

Because social networks are populated by a wide cross-section of people interacting with each other in 
myriad ways, there will be several audiences you will want to reach while maintaining brand consistency. 
Think about the way you described your brand. Is it an appealing or credible source for all audiences you 
need to reach? Communicating and community-building through sub-brands, campaigns, employee advo-
cates, and co-branding will often be more effective with some audiences than press releases and broad-
casts on the main government accounts.

Sub-brands are additional social media accounts that the government creates and manages, but which 
have distinctly different brand attributes, allowing them to focus more narrowly on certain topics or au-
diences as well as communicate in different ways and in a different voice than the main government ac-
counts. For example, your main government brand may be serious, authoritative, and expert, while a its 
sub-brand addressing topics of interest to youth may be irreverent, curious, but still knowledgeable. Both 
brands work together to achieve government communication goals by communicating the same messages 
in different ways for different audiences. 

Campaigns are time-bound, topical efforts to influence public opinion or call community members to 
action on a specific subject. Campaigns are worthy of being distinguished from other content within your 
feed, but not large or distinct enough to require a separate sub-brand. Vaccination efforts for the COV-
ID-19 pandemic would qualify as a campaign because, presumably, there will be a time when vaccination 
becomes a part of normal life, and the high-pressure effort subsides. A local government would not nec-
essarily launch a separate social media account for a vaccination effort, but it would be a campaign under 
the government or health department’s account.

Employee advocates are individuals within the government that are equipped and empowered to put a 
human face on government messages. They have their own brand, accounts are under their name, they 
speak in the first person, and they provide touchpoints relatable to other humans by talking about every-
day things that interest them in addition to government messaging. Humans are more likable, compelling, 
and trustworthy than faceless institutions, so human messengers have more impact than institutional 
messengers. “[T]he collective social voice of an organization’s employees can often be more credible and 
powerful than the voice of the organization itself,” says Bryan Kramer in Shareology. Utilizing employee 
advocates has the added benefit of reaching and engaging a wider audience than government brand chan-
nels alone, because employee advocates will attract different followers and develop a different sphere of 
influence. As Kramer says, “it’s trusted content that you don’t have to create.” The most effective employ-
ee advocates are those who already have a robust digital media presence of their own, but employees can 
be trained to understand their own value of engaging in digital spaces in their own voice and equipped to 
do so in authentic, helpful ways. 

Co-branding is an official partnership between a government brand and individuals or organizations that 
convey messages in collaboration with each other. This can be a highly effective way of diversifying digital 
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content and gaining credibility of new audiences. One caveat about co-branding with outside entities to 
carry your message: empower them only to the degree where you trust them to communicate with respect 
for the government. While a local prankster may have an enviable audience, their proclivity for making 
a joke may reflect poorly on the agency that you represent. Since the government is usually the one re-
sponding to a crisis or sharing critical safety information, damage to the trustworthiness of its social media 
accounts can impact the community’s ability to rely on the messages you post. 

After a traumatic community event in Colorado Springs, one prominent Twitter user made an impassioned 
pitch to the City communications staff to establish herself as a trusted partner of the City—someone who 
could help carry the City’s message to the larger public. The City was considering the idea. The next week, 
this local influencer posted a photograph from a public event, showing herself in the foreground, with an 
unflattering view of the Mayor’s backside behind her. While the City staff agreed that it would be advanta-
geous to have this community member as an ally to help disseminate the City’s messages due to her large 
following, it would not have been wise to publicly tie the City’s brand to a community member who acted 
in a way that was incompatible with the City’s brand and tone.

So, how can government communicators develop productive partnerships with other high-value social 
media participants? To maintain the brand’s trustworthiness, look for partners who have already demon-
strated respect for and investment in the success of accurate, credible government communication—even 
if these partners don’t always perfectly align with government messaging. In order to provide guidance 
for new partners, consider ways to have the partners invest in a successful outcome. This might take the 
form of compensation paid after the undertaking, contracts ensuring performance, or other ways to have 
all parties interested in accomplishing your objectives. Regardless of how you approach partnerships, be 
cognisant of how they will be perceived by the media and general public. During the racially sensitive trial 
of a police officer charged with murdering a black man, the City of Minneapolis sought to pay community 
social media partners “to ensure that our cultural communities can receive timely, accurate information in 
culturally relevant ways in an equitable manner to those who rely on traditional media or City channels.” 
But when news broke about the plan, several citizens complained about what they viewed as an attempt at 
spreading City-friendly propaganda, and the City felt the need to back away from it. The negative reaction 
likely had more to do with the timing of the partner program. Had the City established relationships with 
social media partners as a routine part of its communication strategy, the reaction might not have been 
as strong.

Individuals with high following in the relevant space might be tempting assets, but communicators should 
also consider partnering with organizations: you can achieve a different voice and subject-matter expertise 
while still relying on the professionalism of communicators within the partner organization. For example, 
library accounts could have a temporary takeover by a philharmonic, exposing library followers to an arts 
perspective.

Define your digital goals 
What do you want audiences to do in response to your social media marketing? Think carefully about the 
desired outcomes of your digital messages, and how those outcomes will advance key government goals. 
“Create meaningful opportunities for people to actively shape their lives and connect with the institutions 
that shape them,” say Heimans and Timms in New Power. Be wary of focusing too much on “shallow and 
intermittent” engagement—hashtag campaigns and photo submission contests come to mind—and strive 
instead for “deep, constant, multi-layered” participation. Building trust, proving competence, combating 
misinformation, and encouraging positive civic behaviour will require different marketing messages than 
rapidly increasing “likes” and followers. These goals are also harder to measure than “likes” and follower 
counts, so you’ll need to decide what success looks like. An increase in shares, mentions, and audience-cre-
ated content are good indications of trust-building if they’re occurring in a positive context. 
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Identify and understand your audience(s) 
Social networks serve up content to everyone. Government serves everyone, so it’s tempting to use so-
cial media as a mass marketing tool. However, successful digital marketing is about creating meaningful 
connections. To do that effectively, you have to decide whom each message is intended to reach, what 
will resonate with them, and how to let them know they’re the intended target (because the brand will be 
communicating with several audiences via the same network). 

When identifying audiences for specific messages, it’s relatively easy to designate a broad demographic 
target, such as students, drivers, business owners, women, outdoor enthusiasts, religious or ethnic com-
munities, etc. However, people are far more complex than demographics. To humanize broad categories 
and add a nuance to what you think about them, consider developing “personas”—representative charac-
ters for each of your identified audiences. Give them names, backstories, preferences, and characteristics. 
With these characters established, you can more readily imagine their receptiveness (or offense) to your 
message and devise more effective ways of communicating with them. A warning, however: using per-
sonas can lead into areas of stereotyping, racism, ageism, and other forms of bias. Personas can expose 
weaknesses in your communication strategy for you to fix, but they should never be used to support an 
assumption that the team has addressed all potential issues.

While demographics, personas, and data are starting points for getting to know your audiences and mak-
ing educated assumptions about what will resonate with them, social networks provide a more interactive 
and transparent way of gaining insight: ask the audience whatever you want to know. Many people are 
thrilled to offer their thoughts and opinions, especially when they trust they will be heard. 

The mere act of asking creates a connection point and demonstrates interest in dialogue, while the public 
nature of the communication shows a commitment to transparency. It can also help dispel concerns about 
datamining private information. If research is clearly being conducted in the open, people may feel less 
suspicious about nefarious uses of private data behind closed doors. “[I]nsights come easily to communi-
ty-linked brands, as the interactive nature of a community brand activity makes this ever easier, with social 
media obviously playing a dynamic role,” says Pillot de Chenecey in The Post-Truth Business. “A vital benefit 
here is that it enables claims of authenticity then to be based on genuine consumer viewpoints as opposed 
to purely ‘wishful’ corporate claims.” Viewed this way, conducting audience research is an integral part of 
building trust. “If you want to be taken seriously by your crowd, taking them seriously is a good place to 
start,” advise Heimans and Timms. Bonus: public responses to questions you ask via social media is audi-
ence-created content you can amplify by liking, commenting, or sharing—actions which prove that you are 
genuinely paying attention to audience feedback. 

Letting audiences know that they are the target of a message can be as simple as addressing them (i.e., 
“Parents, this message is for you.”) However, it can also be made clear through language, images, colour 
palette, and anything else that data and audience responses indicate is appealing to them. As Kramer says, 
“when you take time to reflect on what you’re creating, you’ll enter your audience’s world—and then you’ll 
deliver a message that will resonate.” 

Auxiliary audiences and message carriers should be identified and messaged as well, especially when the 
target audience can be hard to reach. A 20-something will likely screen out messages warning about scams 
aimed at elderly residents, unless some of the messages are designed to resonate with them, addressing 
ways in which younger neighbours can look out for older ones or grandchildren can protect their grand-
parents. 

“Your social audience is filtering the content they choose to read in their newsfeeds based on its value 
to them, period,” says Kramer. “So, your overarching goal should be to share things that matter to their 
lives.” Gone are the days when audiences felt automatic loyalty, reverence, and respect for established 
institutions. It is now up to these institutions to earn and maintain the attention, trust, and participation 
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of audiences by creating content that matters to the people the institution seeks to reach. (We’ll go into 
more depth on creating content that resonates with an audience in the next section.)

Claim your accounts on every network. Given the sheer number of social media networks, it’s difficult to 
maintain a robust presence on all of them. Goals, resources, and key audiences will determine which plat-
forms an organization decides to heavily invest in, but government organizations should at least establish 
an account on all networks. Registering accounts is free on all major social networks, so failure to establish 
an account leaves the door open to imposters posing as a government entity on that platform.

People communicate wherever they want to communicate… and they expect responses on those channels. 
Whether your organization has a Twitter account or not, people are talking about your organization (or 
things of interest to your organization) on Twitter. They’re also talking on Facebook, Reddit, LinkedIn, Ins-
tagram, TikTok, etc. Organizations need to be present in these spaces to pay attention to what people are 
saying and to combat misinformation about government positions.

Successful digital engagement leads to audience-created content. Claiming an account on every network 
makes it easy for those who adopt, adapt, and spread your messages to notify you when they do so. When 
their activity is fully aligned with government messages, you can amplify their content and encourage oth-
ers to create similar content by reacting to, commenting on, or, best of all, sharing it via the government 
account. This creates a feedback loop that connects them to the government and reminds them that they 
are part of something bigger than themselves. If their activity is only partially aligned with government 
messages, you can gain valuable audience insights by seeing how they choose to modify their messages. 
While partially-aligned content may not be exactly what the government wishes to communicate, it is of-
ten helpful in advancing government goals. By differing somewhat from government messaging, this type 
of content is more likely to be perceived as independent and credible by those who are suspicious of the 
government and may move them closer to the government than they were before encountering a partial-
ly-aligned message from a non-government communicator. 

Creating content that resonates
“There’s nothing more valuable than a human being talking to a human being. Nothing,” says David Plouffe, 
an American political strategist, best known as the campaign manager for Barack Obama’s successful 2008 
presidential campaign. To create resonant content, think in terms of human-to-human conversation, not 
institution-to-audience communication. People follow deeply familiar, culturally normative patterns of hu-
man interaction before getting to the point. They say “Hello” and “How are you,” and engage in some sort 
of back-and-forth dialogue before delivering news, recommendations, or opinions. No one ever greets 
another human with a headline like “5 Reasons to Vote in the Upcoming Election.” It’s important to remem-
ber that people listen when they feel connected to the communicator and are primed and ready to receive 
a communication. “The trick is to unlearn hard-sell tactics and concentrate more on sharing the kind of 
content that sparks connection and earns trust,” says Kramer in Shareology. 

This means delivering a lot more “soft,” relational content aimed at building trust as well as thinking about 
what context is needed to prepare audience members to receive “hard” content. Employee advocates are 
more suited to delivering relational content than the government brand itself. It sounds strange when a 
government brand says something like, “Happy Monday! How is everyone feeling today?”, but it sounds 
perfectly normal coming from a human. And when that human later posts the headline “5 Reasons to Vote 
in the Upcoming Election,” it feels more organic and conversational to followers than it does coming from 
an institutional brand that routinely spits out content without human context. Messages don’t exist in a 
vacuum, they are surrounded by other messages in newsfeeds, a broader culture, and the recipient’s own 
lived experience. Providing context for messages is crucial in delivering content that resonates. 
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One way to determine whether your content is likely to resonate is to ask yourself: “Is this something peo-
ple will want to respond to or share with their own networks?” If the answer is no, see if there’s a way to 
redesign the content to enhance its “shareability.” What modifications will help the audience see enough 
value in the message to engage with it or pass it along to others in their life? Below are some things that 
make messages more appealing to share. 

Truth and Authenticity. 
“In previous eras, marketing was about creating a myth and selling it. Today, it’s about finding a central 
truth and sharing it,” says Beth Comstock, former Vice Chair of General Electric, in Imagine It Forward: 
Courage, Creativity, and the Power of Change. “It is the organizations that are confident enough to share the 
truth—warts and all—that succeed.” Identify some less-than-ideal truths your brand can share that won’t 
undermine its credibility. How can your brand demonstrate authenticity while maintaining key brand at-
tributes and values?

Storytelling 
Stories connect us and shape how we see the world. They speak to our hearts and our imagination, provid-
ing context for facts and information. It’s easy to find flaws in arguments or opinions, but stories are harder 
to dismiss. “[T]elling your story in a coherent way is not a spin. It allows you to describe the actions you 
are taking and to bring everyone else in the organization along with you,” says Comstock. And there are so 
many stories your brand can tell: stories about every person who works in your organization; every person 
your organization serves and supports; procedures and practices; history, legacy, and tradition; change and 
innovation; sacrifice and struggle; impact; and much more. Thinking holistically about all the stories your 
brand can tell leads to increasingly inclusive messaging. “[P]eople need to see themselves in the story,” 
says Comstock. Telling other people’s stories (with their permission) allows you to authentically represent 
perspectives and viewpoints the brand itself may not be able to credibly express. It also amplifies your 
reach because people often share the stories you tell about them with their own networks. 

Emotion
Another advantage to storytelling is that it has larger capacity to evoke emotion than statements and logi-
cal arguments. “What captures the most attention on social media isn’t the content that makes a profound 
statement or expands viewers’ intellectual horizons,” say Heimans and Timms in New Power. “Instead, it is 
content that stirs emotions. Amusement, shock, and outrage determine how quickly and how far a given 
piece of information will spread through a social network.” Emotion isn’t characteristic of most govern-
ment messages: they tend to be as dispassionate as possible. While it may not be wise to attempt to stir 
strong emotions on a routine basis, it is worth exploring ways of incorporating reasonable emotion into 
your content. 

Humour
Another highly appealing attribute often absent from government messages, humour, says Kramer, “is an 
essential element to being more human online. People have shared humorous situations since the begin-
ning of time and via all forms of communication. When employed in the right context and as a part of your 
planned strategy, humour can cement bonds, ease tension, even help smooth the way for collaboration.” 
Incorporating humour into your messaging can be tricky for government communicators, but it’s worth-
while to look for opportunities where it can be effectively employed.

Simplicity
Messages that can be absorbed almost instantly are more likely to resonate with audiences than long, 
complex communications. Use your social channels to highlight key points in the simplest way possible. 
Direct those who want more information to your website or other sources that lend themselves to longer-
form content. The saying “A picture is worth a thousand words” applies to social networks. Images are 
more easily absorbed than text. 
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Variety of content types and networks 
Images may be more appealing to many, but different people respond to different approaches. Think ex-
pansively in terms of content: videos, photos, text, graphics, the “stories” feature on many social networks. 
Use a wide mix of content types to determine what your audiences respond to most. 

Repetition
Another advantage to creating a variety of content and posting on a variety of networks is the fact that 
encountering similar messages in multiple ways breeds familiarity and reinforces the message that has 
been sent. And people need to encounter messages over and over again to fully embrace and understand 
them. “Just when you think ‘Surely, they are sick of me saying this,’ you find you need to explain it again,” 
says Comstock.

Iteration
Social media is an ideal space for modifying, adapting, and even experimenting with messages. “Never 
being done is part of the inherent experience of sensemaking in digital life,” says Comstock. Even once 
you’ve figured out the most effective types of content for your audiences, occasionally test other kinds of 
content to keep the mix fresh and reach additional people. Make space in your digital strategy for trying 
new things, based on the trends you notice and the instincts you develop through continual monitoring of 
your social channels. “It takes courage to act on instinct and not wait for ever more data to tell you what 
to do,” says Comstock. “It takes courage to see patterns and then use the data to validate rather than the 
other way around.”

Final note: the importance of being social
Thus far, we’ve talked a lot about how to build an effective digital brand and how to create content that 
resonates in digital spaces, but the key difference between traditional media and social media is that social 
media are social. It’s the interactions and opportunities for relationship-building that make social media 
such a powerful communication channel. To be impactful in digital spaces, your brand must engage. 

When people communicate with brands in digital spaces, they expect a response. Thoughtful, human re-
sponses can be more effective in building trust and establishing credibility than thoughtful content. It is 
wise to allocate more resources to digital responses than to digital content creation. In fact, the things 
that require responses often clue you in on the topics you need to cover in the content you’re creating. 
Equip members of your team to monitor social channels, train them in empathetic customer service, and 
empower them to engage with audience members in real time. 

A central tenet in the practice of public participation is that “people deserve a voice in the decisions that 
affect them.” This belief is present across various types of events that governments use to engage their 
constituents—open houses, town halls, comment lines, online surveys—but it also extends to the commu-
nication techniques that a government employs to engage with its public. It’s not enough to post updates 
on social media accounts with a notice of “This account is not monitored” or some other disclaimer. If 
you’re on the platform, you are expected to take part in the conversation.
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Conclusion
We’ll close with a real-life example that demonstrates many of the points we’ve made above. During the 
2012 Waldo Canyon Fire, Colorado’s largest and most destructive wildfire to date, community members 
wanted to help the firefighters battling the monstrous blaze. On day two or three of the fire, the local Twit-
tersphere was abuzz with the message that the firefighters were thirsty and needed ice. The community 
rapidly mobilized to deliver ice to the firefighters. Photos quickly showed up on Twitter: car trunks packed 
with bags of ice on their way to local fire stations. Soon, community members were dropping bags of ice at 
the gates and on the sidewalks outside fire stations.

Unbeknownst to the general public, fire departments have an entire logistics and procurement system, 
dedicated to supporting firefighters and getting them what they need. Official government accounts post-
ed messages saying, “Fire stations don’t need ice. If you want to help, please donate to the Red Cross relief 
fund.” But the days were hot, the firefighters were heroes, and the community wanted to help. Donating 
to the Red Cross relief fund wasn’t as compelling as getting ice to the thirsty firefighters.

Soon, the ice began to melt. A new message spread through Twitter: “The ice is melting! The firefighters 
need ice chests to keep the ice from melting!” New photos showed up on Twitter: pick-up trucks loaded 
with old ice chests to store the ice and ice chests stacked up at the gates and doors of the fire stations.

Eventually, the official fire department account had to put out the message that all the ice and ice chests 
were getting in the way of fire trucks trying to enter and exit the fire stations. These unwanted donations 
were preventing the firefighters from doing their job! 

This message finally put a stop to these “donations” of unnecessary materials.

• Lessons from the ice-donation dilemma:
•  As the government, you don’t control the message. You can be a participant in the conversation as a cred-

ible expert in the narrow area where you’re the trusted source of information, but you can’t control the 
message.

•  Engaged citizens want to participate. Give them a way to participate that is productive, or they will find a 
way to “help” that is troublesome.

•  Develop messages people want to spread. The message of thirsty firefighters in need of ice was more 
compelling than “Stop bringing ice, donate to the Red Cross instead.” But the message “You’re prevent-
ing firefighters from saving lives” was “shareable” enough to put a stop to the nuisance donations. 

Digital marketing is a different undertaking than traditional marketing. It requires regular interactions 
with the audience and identifying ways for the audience to participate in the creation, modification, and 
dissemination of messages. The inability to control messages is challenging, but when done well, digital 
marketing can be a powerful tool for developing trust between the government and those it serves.
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ABSTRACT
We spend most of our professional life misunderstanding our work. We do not understand our col-
leagues‘ projects; they do not understand ours. We use technical jargon, and we rarely try to turn 
what we work on into something understandable to others. If plane pilots or surgeons spent the 
same amount of time lost in definitions and misunderstandings, we would probably never board a 
plane or undergo surgery. But in industries that deal with technical information, we accept that get-
ting bored in meetings is alright, that it is normal to get confused by our colleague‘s presentations or 
write reports that no one reads. We have agreed to base our professional life on technicalities, very 
few tangible concepts, and vague definitions. We have accepted to avoid asking questions to pretend 
to be professional and live in a superficial comprehension of the world. Until we decide to stop ac-
cepting it. For the last ten years, I have worked with the most prominent international organisations 
globally, from the EU to the World Bank. I have found a logical recipe that can turn any complex in-
formation into something understandable to anyone—our colleagues, our boss, journalists, and any 
member of the public who watches documentaries. In the EU alone, that means 100 million people. 
Like in a cooking recipe, by following all steps, we can systematically cook a great dish. In this article, 
I detail the first four steps of that recipe (the introduction), provide examples, and explain why they 
work.

Keywords: lost in information, technical storytelling, story formula, technical jargon, knowledge-in-
tensive.

22   |   Be a Digital Diplomat



23   |    Using the Brain’s Passion for Problems to Tell Better Stories

FOREWORD

Why technical storytelling is useful.

Do you want your projects to be discovered and understood by more people?

Or do you think it is OK if it fades into the abyss, never to be seen or heard of again?

I don’t think anyone wants the latter. You wouldn’t be here if you did.

When our team, stakeholders, or external sources can mentally understand our project, they often realise 
it is actually interesting. They sometimes find out it is even useful for them.

When they find our projects interesting, they are more inclined to remember them.

There’s a method to achieve this. A hierarchy. 

We want people to 

1. understand first, 

2. be convinced second, and 

3. remember third.

Aside from our colleagues, it could be journalists who will later retell the story; it might also be our boss 
during a briefing meeting—the logic behind it is the same. 

These people need to make sense of what we’re doing before they can be convinced it is important and 
remember it later.

These people haven’t worked on the project and they don‘t really understand its importance. We might 
have spent hundreds of hours working on this, but they have just discovered it for the first time. So, we 
need to explain it well and make them interested.

Any project we spend hundreds or thousands of hours of our working life on deserves to be well-explained 
and understood. That is our assumption.

If you don’t agree with this statement, you can avoid reading the next 6000 words, which represent about 
20 minutes of reading time.

On the contrary, if you want to make complex information easier to understand; if you want your boss to 
understand what you work on and be excited by it; if you want a journalist to feel “there‘s a great story 
here;” or if you want your life partner to finally understand what you’re working on—then keep reading.
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CHAPTER 1

Why size does not matter. 10 seconds to make an impression.
When we start producing communication tools, we‘re often told that videos should be short, less than a 
minute long.

We‘re told to show our logos and brands in the first few seconds because people have short attention 
spans and they‘ll leave after 10 seconds anyway.

As our topics are complex and often “not very sexy,” it seems to make sense to put our organisation‘s name 
and logo in big writing right in the first 10 seconds.

This way, we make sure people see it, even if the rest is boring.

Right?

Not only is this scientifically wrong, but it’s also condescending and patronising to the people watching 
the videos. 

Scientifically, it is wrong because nothing shows people get bored after 10 seconds. In the first 10 seconds, 
people decide if they want to continue listening to us, that is true. 

But, if we can make the content interesting to them in these first 10 seconds, everything shows they are 
very likely to continue. 

As most people consume more content online, watch longer movies, binge watch an entire Netflix series 
for hours—this indicates that we collectively watch longer content for longer periods of time. 

Most communication officers understand that it would be absurd to put a logo on the screen for 10 sec-
onds and expect people to be interested in watching the rest of the video. 

But it’s hard to explain that to all our colleagues who think this is the way to go—so we keep doing it. 

Unless we find a better technique and are able to explain why we moved the logo to the end of our video, 
we’ll keep producing reports that no one wants to read unless they are forced to and making videos that 
take hours of work only to reach about 500 viewers over three years.

We want to find a way to avoid turning people off right from the start. We want to find a way to ensure that 
people are drawn to whatever we say, and this is what these 10 seconds represent.

CHAPTER 2

How to stop losing people’s attention.
The first easy step is to stop starting communication with our own logo, our project name, or our funders 
and partners. 

This information is called the “BRAND,” and it should be featured at the end of the communication, not at 
the beginning. You might have templates built by other people that force you to put the BRAND at the be-
ginning—this happens a lot in press releases—but if these templates do not work, we should modify them. 

At the moment, in this article, we show you a better way of doing this—and your margin of freedom is to 
take any next opportunity you have to follow our advice, see the difference it makes, and, eventually, on 
the long run, fight the bigger fight to change inefficient templates.

By avoiding putting the BRAND in the first 10 seconds of reading or viewing, you are already avoiding the 
simplest and most frequent mistake. 
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The reason why we do not put the BRAND at the beginning is simple. No one cares who we are and what 
our organisation does until we first demonstrate that we are:

1. helpful,

2. interesting, and/or

3.entertaining.

If we demonstrate that what we do is helpful, interesting, and/or entertaining, people will want to know 
who is behind the project. 

No one goes to the cinema with the desire to watch 3 minutes of end credits before the movie starts. But 
if the movie is great, there will be a dozen people watching the end credits.

Our job is to make a great movie, and the rest will follow. So how do we do that? Continue reading.

  RECAP:  

•  It is our two pages of background information that make readers put down our reports before even 
understanding what they are about.

•  It is our three paragraphs of methodology explanations that make them throw out our briefings and 
research papers.

•  It is our logo or our organisation‘s name in the intro that make them stop our video,

•  and it is our project name or consortium and partner’s information that makes them yawn when we 
start a conference.

•  We first need to hook the brain before expecting someone to follow us for minutes of our explana-
tions. The BRAND is not a hook, it’s the exact opposite: it’s a turn-off.

CHAPTER 3

Millions of options, and yours is probably not one of them.
People have a range of entertainment options. They’re going to pick the option that grips them from the 
start.

If you have Netflix, Amazon Prime, or HBO, you know you won‘t watch anything that isn’t immediately 
interesting to you right now. Because if it isn‘t interesting, you can change it for a million other options.

On streaming platforms, the first hook is the title and the image of the movie that makes you decide to 
click on it and read its synopsis. This article does not focus on the image and the title—because, most of-
ten, we don’t have that in our communication. 

But it does focus on the synopsis. The first page of the report. The script of the teaser video or the 3-minute 
long case study.

If you use the internet, you know that the same information can be read in a dozen different formats, and 
if you are patient, you can even wait until someone makes a YouTube video about it.

Even if you work in a specific field, you might prefer to read a Wikipedia page or check a blogger‘s website 
to understand a topic, rather than the report you have in front of you.

Everyone’s brain chooses what is easier, better, and more effective for us to learn. Our brain is looking for 
great teachers.
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So, what can we do to help people understand and care about what we do?

We have to be good teachers and help them understand something faster. We need to adapt to their way 
of understanding. 

We have to ease them into understanding what we do.

Finding the words is important, sure, but it is even more important to figure out the mental steps that will 
guide them into understanding what we do.

And for this, we use a formula. A story formula.

   RECAP: THE LENGTH ISN’T THE ISSUE. IT’S THE FORMAT.   

•  The length of our communication is never an issue as long as we can maintain a high level of interest 
among the viewers of our videos or the readers of our articles.

•  The intro is what makes people decide to continue our communication or not, and they make the 
decision to follow our content in the first 10 seconds or find something more interesting elsewhere.

•  People like longer content online, there is no limit there, as long as the logic of our story is flowing 
and we keep their interest.

•  Documentaries are 52 minutes long, and the average YouTube tutorial is over 15 minutes; still, peo-
ple watch them. We can therefore stop with the obsession of making videos that are less than 1 
minute long—it makes no sense.

•  If we teach something well and ease the brain into understanding complex information, it almost 
becomes an addiction—and people want to follow the rest of the argument.

CHAPTER 4

Using a step-by-step formula to help your brain understand.
By using a step-by-step recipe to make the beginning of our stories more engaging, we can turn any topic 
into something interesting. 

We call this injecting knowledge. 

Before the viewer knows it, it’s over. They’re captivated. And they’ll continue watching.

The knowledge has to be injected bit by bit. Not all at the same time. Not with tons of details right from 
the beginning. Not with a sole focus on us.

In the rest of this article, we improve our communication using these rules of storytelling—it is all about 
the logic of our arguments.

We‘ll look at what makes an introduction better to immediately improve our reports and videos.

The approach we share with you is based on more than 3000 stories analysed across dozens of industries. 
We trained people in fields such as government policies, microbial reactors, and nuclear physics, and they 
all improved their projects‘ stories—using a step-by-step process of storytelling.

You are not alone in this boat—everyone working behind a computer and sharing complex information is 
facing the exact same problem.

And the best part of it? We haven’t found any story too complex to be made understandable and interest-
ing.
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Storytelling is not about being more creative or inspired. It is not about using visuals or tips and tricks.

It is about using templates of thinking to make your information more understandable—logical templates 
that make the brain feel good, absorb more information, and remember it.

So, let‘s dive into the world of technical storytelling—and make our story immediately more understand-
able.

CHAPTER 5

4 steps to a good introduction
In our formula, we use four different steps for the introduction. These four steps are all logically connected 
to each other so that even someone who doesn’t understand your topic yet will be able to “get” it by the 
end of your presentation.

Each step injects knowledge in the right dose so that someone else can understand it as well. It builds 
a sort of mental ladder that the mind can climb. Or a staircase. Each stair is the right size and helps you 
progress upwards. 

Not too much knowledge, not too little—just the right amount needed for the brain to make sense of 
something new.

   IN BRIEF, THE 4 STEPS ARE:   

Step 1: CONTEXT injects the idea of the “world” we are talking about. Is it the fuel industry? Envi-
ronmental industry? Finance? Politics? We all work and breathe in different worlds. We need to take 
steps to bring people into it.

Step 2: REAL PROBLEM injects the understanding of the problem and the people whom we need to 
solve this problem for.

Step 3: EXPECTATIONS or PROMISE injects more curiosity about the method we will use to solve 
the problem described.

Step 4: CATEGORY SOLUTION gives a mental reference to what type of solution we put in place.

Then, there are 6 more steps that we won’t cover in this article, but are named: 

Step 5: HOW IT WORKS (1/3), 

Step 6: HOW IT WORKS (2/3), 

Step 7: HOW IT WORKS (3/3), 

Step 8: PROOF IT WORKS,

Step 9: VISION,

Step 10: BRAND.

In the following chapters, we will understand why they are named like this and how they work. We’ll see 
different examples and formulations so we are sure to really “get it.”
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There are 6 other steps in the complete formula, but these first four steps are already enough to make sure 
that someone understands what’s at stake and wants to continue. If a person is not interested by these 
first four steps, they won’t continue anyway, so if that does not work, the rest won’t work either.

Any time we mention one of these steps, you will have to remember they are part of a formula, or better 
said, of a recipe—as if you were baking a cake.

1. First, put the flour in a bowl, 

2. then the eggs, 

3. then the milk— 

4. only then add the melted chocolate.

The order of the formula is important. This is how people will start to make sense of it. 

If you change the order or forget a step, you might still be able to eat the cake, but it won‘t look like the 
picture.

A better introduction

Step 1: The CONTEXT

CONTEXT: The context injects the idea of the “world” we are talking about in one or two sentences maximum. 
It is just a rapid glimpse of the topic we will talk about.

When you watch a movie, the first images of the movie usually give you a lot of context.

What you see on the screen in the first two minutes already tells you if the movie is going to be in space 
or on Earth. If it‘s a romantic comedy or a horror movie. If it‘s going to be depressing or set a good mood.

You might not realise it, but the way the image is framed on the screen (the camera angle), the colours of 
the image, the sharpness of the picture, even the number of images per seconds, already fits the style of 
other movies you have seen in the past, and your brain assumes this one is going to be of the same kind.

99% of movies respect these conventions because they are easy to detect for the viewer, even uncon-
sciously. Blue image for hospital, yellow for desert, red for erotic. Shaking camera for action movies and a 
beautiful wide shot for epoch countryside romantic ones.

Interpreting this CONTEXT is an immediate operation that your brain makes, and you have no control over 
it—it‘s the decision of the director of the movie to set you in this mood, and you are rarely conscious about 
it.

Your brain uses these first shots to place the movie in a sort of mental folder and prepares you to see the 
rest. It links the information to former memories and tells you: “It‘s OK, I know what we are dealing with.”

These two minutes do not give you details about the plot, about the characters, or about the complexity 
of the world in which you will spend the next two hours, they just establish the CONTEXT, and it‘s enough 
to make you relax and feel welcome.

A movie is about 90 to 120 minutes long, so these first 2 minutes are about 2% of its total length. 

For a video of 180 seconds or 3 minutes, this 2% would be equal to about 5 seconds. For a report of 30 pag-
es, this would amount to 2 paragraphs.
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The CONTEXT—which is the first step of our method—does exactly that for the brain.

It sets the scene. Even when we only listen to something without any images, like a show on the radio or 
someone talking to us, we need to set the scene in the same manner. 

Our brain asks for this reference. Without it, it will try to invent something, and it might be wrong, losing 
precious energy and attention. It will get tiring fast.

So, the first step to a better introduction is to write this context and feed it to the brain of the listeners. 
The context makes it easier for them to understand the rest of the story.

Let’s take a real project and see how that works. 

Let’s imagine that the project has been involved in this specific activity: 

• building a bridge connecting the two banks of a river between Albania and Montenegro.

Think of a sentence that would establish the CONTEXT of this project.

If you were to talk about it to one of your friends who has no idea about this topic...

what would you say to them? “Hey! You know what? We’ve built a bridge between Albania and Montene-
gro!”

Or would you start with a sentence to set the context? Think about that sentence.

...

It would probably be something like:

•  “There is a river between Albania and Montenegro, and it is hard to cross by foot. Up until now, people 
had to walk for 4 kilometres to find a bridge to cross to the other side.”

This first sentence is what we call the CONTEXT.

Whether you’ve been to Montenegro or not (I never have), or walked on a bridge (I have), or crossed a river 
by foot (I have), you can relate to this topic.

You understand which “universe” you’re going to dive into. 

We are going to talk about 

1. these countries (geography), 

2. a river and a bridge (something important in the story), and

3. the struggle of people who live nearby (this might be a problem).

Step 1 of any good introduction is this: CONTEXT.

One sentence or two sentences for a video, or one or two paragraphs for a report. 

If you are doing a presentation, it is the first slide of a PowerPoint presentation that gives us general infor-
mation about the world which we will enter. 

It sets the stage for the brain of the listener to say: “Ah! OK, we are going to talk about that!”

Note that, as we mentioned before, we do NOT put the brand at the beginning. We do not talk about our-
selves, our organisation, or our partners. The BRAND is actually Step 10 in our recipe. It‘s the last thing you 
put on the cake to decorate it.
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Now that this is clear, let‘s continue with Step 1, the CONTEXT.

We could write the CONTEXT in several ways. Below, there are 4 different ways to establish the context for 
the same project—in about one sentence, or two maximum.

•  Albania and Montenegro share a common river that separates the two countries. For people who live 
on one side and need to cross to the other one, there was no bridge easily available (project manage-
ment style).

•  When you live across a river and want to visit your best friend, you usually just have to walk across a 
bridge, but for a small town in Montenegro, visiting friends in Albania meant walking 4 kilometres to 
cross the river (TV news report style).

•  Between Albania and Montenegro, the Vermoshi river represents a natural border. With a debit of 
2000 litres per minute, it cannot be crossed by foot, and to establish a new economic link between the 
villages on both sides of the river, a bridge was needed (scientific report style).

•  Anna and Patrick had always been in love. He could see her from the other side of the river when she 
went to play with her dog in the nearby forest. And he knew she was looking at him sometimes. At 
least he guessed, as one day, he had seen her gaze gently turning away when their eyes made contact. 
All their life, the river had separated them. The culture, the weight of tradition, and their parents as 
well. But the damn river was the most frustrating. She was so close, and, at the same time, so far... 
(love-romance style).

As you can read from these 4 examples, by the way we write, we can provide more context.

This is the beauty of the human mind—we look for any pattern and little pieces of information in what we 
read. We try to interpret everything we read or see, and anticipate what is going to happen next. 

Your mind constantly tries to link whatever you see or read with memories from similar things you’ve seen 
in the past. It tries to classify the information into the right mental folder.

The CONTEXT gives us a first mental foundation to listen to the rest.

The one thing you won‘t read in the first sentence is any formal description of the project we are talking 
about. We didn’t start with information such as:

CONEKTED is a project led by the townhall of Vermosh and the municipality of Podgorica, using funds from the 
34th FED, with the support of...

Because that would immediately set the context as: “This is an information-heavy report for administra-
tors.” You would not read it, I would not read it, no one would want to read it.

Don’t start with the BRAND.

So, now, let‘s move on to the second sentence of our story.

Step 2: The REAL PROBLEM

The REAL PROBLEM injects the understanding of the problem we are solving for someone. It is the most im-
portant step because it leverages the brain’s capacity to solve problems. If we want to solve a problem, we have 
to become obsessed with the story. It’s one-sentence long.

Human beings have one thing in common—no matter where or when we’ve lived, we’ve always been prob-
lem-solvers.

We’re born to solve problems. In fact, we spend most of our waking hours solving problems. Handling 
conflicts of agenda, having to pick the kids at school while cooking dinner, and making sure there is still 
toilet paper at home.
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Making sure that this email will be read and that the person will send us information. We solve problems 
constantly.

Our ancestors were solving problems related to growing or hunting food, we solve problems related to 
manipulating and sharing information.

A huge part of our brain is dedicated to solving problems. One of these processes is called the working 
memory—the working memory gets really excited when a problem occurs, and we get an urge to solve 
that problem.

This is why almost every movie, book, or news article describes a problem as its main plot.

•  Star Wars? How do you become someone important when you were born on a desertic planet in the 
middle of the galaxy? How do you become more than just a farmer?

•  Harry Potter? How can you become “someone” when you were taken as a young orphan in a dysfunc-
tional family? How do you know what you stand for in life?

•  1984? How do you behave when you discover you live in a totalitarian state and have the choice to ac-
cept it or not?

In a story, once we have the CONTEXT (Step 1) and know when and where we are, confronting the REAL 
PROBLEM (Step 2) is the moment our brain starts to wake up.

For us who produce the communication, this means writing a second sentence in our script that will focus 
on the problem we helped people solve. 

If we explain this problem correctly, the viewer will crave to know what we came up with as a SOLUTION 
(Step 4).

All human-productive projects bring solutions. We just happen to forget that, among hundreds of pages of 
reports, thousands of emails, and dozens of applications, audits, and evaluations—we actually started the 
project to solve people‘s problems.

So, we have to come back to this fundamental reason why we started to work, and explain it in one sen-
tence. How do we do that?

Let‘s return to our example of “A bridge connecting the banks of a river between Albania and Montenegro.” 
This is our SOLUTION, or Step 4 of our recipe.

For the moment, we would have as a story:

1.  (CONTEXT) Albania and Montenegro share a common river that separates the two countries. For people 
who live on one side and need to cross to the other one, there was no bridge easily available.

2. (REAL PROBLEM) ...

3. (EXPECTATIONS) ...

4. (SOLUTION) ... so we created a bridge connecting the banks of a river between Albania and Montenegro.

We know the solution is a bridge, and it seems we do not really need to fill in the blanks of Step 2 and Step 
3. If you look at the story, you understand it.

But this is the thing. YOU understand it, because you are a civil servant dealing with this sort of topic every 
day. 

Someone who does not work in this field is instead trying to interpret mentally why you did this. And they 
will probably get it wrong. 
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So, we need to fill in the blanks to make sure that their brain does not gather wrong information and that 
it can follow the logic we used ourselves when we did this project.

What is the REAL PROBLEM in this case?

What sentence will help people understand the problem we’re talking about? 

The GLOBAL problem is the absence of a bridge. There was no bridge, so we needed one. That‘s the solu-
tion we put in place.

But in our field, we are not bridge-builders. No one calls an embassy, an EU-funded project, or an interna-
tional public institution just to build a bridge.

If it was just for that, you‘d call a bridge-builder (if that exists).

The REAL PROBLEM that we solve, and that we are the only ones to be able to solve, is a little deeper and 
it occurs before building a bridge.

The question is: why wasn‘t there a bridge in the first place?

• Could it be because administrations could not agree on who should build it?
• Was it because there were no funds to build it?
• Was it because too few people could use it and it was expensive to offer them this comfort?
•  Was it because people were afraid that, with a bridge, they would suddenly be economically invaded by 

the other side?
• Or that their youngsters would flee the village to look for jobs elsewhere?

What was the REAL PROBLEM that led to not having a bridge in the first place?

Pay attention again to these questions. Really, read them a second time if needed.

You can already feel that your brain wants an answer to them. Your brain has been “activated” by the prob-
lem-solving reflex we all have. You want to know because you want to solve the problem.

Read this sentence again:

• Could it be because administrations could not agree on who should build it?

Your entire brain is now trying to fit new pieces of information together. It extrapolates, it sort of repre-
sents the problem in 3D. You see that happening—you imagine civil servants who don‘t want to talk to 
each other. Or someone pissed off leaving a meeting. You imagine how many years this has been a matter 
of discussion, and nothing has ever been done.

Most of you work is in this field, so your mind is full of references to these specific types of problems, and 
it is now working to imagine what‘s next.

To now word this REAL PROBLEM as a good sentence, we just need to focus on the main problem we are 
solving.

So, focusing on the REAL PROBLEM—if I had to continue my previous story, it would read something 
like this: 

1.  (CONTEXT) Albania and Montenegro are separated by a river. For people who live on one side and need 
to cross to the other one, there was no bridge easily available.

2.  (REAL PROBLEM) For civil servants on both sides of the river, planning and funding the construction of a 
bridge was difficult, as there was no common legal basis to share the costs and ownership over a border.

3. (EXPECTATIONS) ...

4. (SOLUTION) ... so we created a bridge connecting the banks of a river between Albania and Montenegro.
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Do you feel how this REAL PROBLEM is making sense to you?

We have set the REAL PROBLEM as something that has happened to civil servants. And we understand 
they might have struggled with something that we could struggle with ourselves. We are empathising with 
their struggle.

That‘s what human beings do. We empathise with other human beings; in other words, we put ourselves 
in their shoes—so that we can see the problem they have with their own eyes and try to come up with a 
solution they can use.

To make this possible, we said something like “For civil servants, it was hard to...”

Our brain is entirely built for recognising that, when something is hard, a solution is needed. Problem-solv-
ing is not just a function of humans—it is what we are built for.

When reading the sentence “For civil servants, it was difficult to build this bridge because there was no 
legal basis to do it over a border,” we understand it.

We see how lost they might have been even though they wanted to make this bridge happen. We even 
want to help them—to show them it was done in other countries.

I personally want to help them write the legal documents to make it happen.

We did not say “Civil servants are bad at doing this…”—this would polarise the story and bring more prob-
lems. Instead, we say “This problem is hard to solve.” We make the problem the object of the story. 

We have to note that there is absolutely no difference in accuracy between this story and a usual unread-
able report. We are not pretending or faking any information.

We just use the fact that any administration in the world is composed of people—in this case civil serv-
ants—and we talk about the problem they face. 

In technical storytelling, we are not lying or distorting information—we are telling 100% truth, and this 
is important to remember for later. We just put this information in the right logical order, without using 
jargon that makes the communication harder to understand.

Step 3: The EXPECTATIONS or PROMISE

The EXPECTATION injects more curiosity about the method we will use to solve the problem described. We al-
ready announced some parts of our solution, but in the form of a question—to help someone slowly come to the 
realisation that we will introduce our SOLUTION.

This step is quite simple to understand. We call it the EXPECTATIONS because this is what we do for the 
listener—we raise their expectations of what is going to be done. 

We also call it the PROMISE because, in the story, we make a promise that these expectations will be ful-
filled.

The easiest way to create this sentence is to formulate it like a question. It is a rhetorical question—mean-
ing we don‘t need an answer to it. It‘s just about giving the viewer or listener‘s brain a sort of recap of what 
we have done before and promising we will solve the problem.

By formulating it as a question, we help the brain feel curious and pretend it has to think a little. It‘s how 
curiosity actually works. Your brain thinks it can solve the problem, it gets interested in it, it even starts to 
rapidly imagine some solutions.
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However, as the writer of the story, we are in control of that mechanic—we don‘t want the viewer to actual-
ly solve our problem, we want them to listen to our solution. We just help their brain build this expectation.

Below, you will find 3 different examples for this story:

1.  (CONTEXT) Albania and Montenegro are separated by a river. For people who live on one side and need 
to cross to the other one, there was no bridge easily available.

2. (REAL PROBLEM) For civil servants on both sides of the river, planning and funding the construction of 
a bridge was difficult, as there was no common legal basis to share the costs and ownership over a border.

3. (EXPECTATION)

 •  Can we help them by providing expertise on how administrations from other countries have ad-
dressed the same legal challenge in the past?

 •  Can providing them with the right legal instrument help respond to the challenge? 

 •  What will happen if we gave them a step-by-step process to overcome the legal obstacle and 
make sure their administrations could collaborate?

Do you see how we used 3 different formulations for this question? 

• Can we help them...? 
• Can providing them with...? 
• What will happen if...? 

Each formulation actually injects some elements of our solution. We used different ways for introducing 
the question, and one of this wording is certainly applicable to your own project.

These formulations help the brain realise we are giving it a little challenge and continue to make it work to 
solve it. The challenge keeps at activating the problem-solving routines in the brain.

If you were to read only this sentence and had no CONTEXT or REAL PROBLEM, you could still probably 
imagine some sort of story behind it.

Once again, your brain is trying to infer more information from what you have just read. It tries to connect 
this with things you know. It creates patterns of meaning.

Recap:

•  A good EXPECTATION also becomes a PROMISE we make to the listener. It triggers their problem-solv-
ing brain routines, and we later have to deliver on the promise. We will have to explain how we fulfilled 
this promise.

•  We will deliver on that promise in later stages of the story. As we won‘t talk about the other steps in 
this article, if you are interested, you can subscribe to this newsletter to get informed once we release 
a follow-up article on the rest of the recipe. 

•  For now, just know that Steps 5–10 are all about concretely explaining what we did in the project—and 
that Step 8: PROOF IT WORKS in particular will show that we fulfilled the PROMISE we made.

For now, let‘s move on to the last step of a good introduction—introducing our SOLUTION.

Step 4: CATEGORY SOLUTION—what does this project really do?

The CATEGORY SOLUTION gives a mental reference to what type of solution we put in place. It does not go into 
the details of that solution—it just announces it as a category. “Workshop” is a category everyone understands. 
“Recommendations” is another one. No details, just a category.
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We often get too excited by what we do in a project, and it‘s not a bad thing. What is a bad thing, however, 
is to make our project sound like something we did not do—lie.

To present our solutions, we often use big words, as if we were a global institution saving the planet. These 
are expressions like
• capacity building,
• an integrated strategy, or
• a cross-border approach which combines specific policy measures,

when in reality, we do things at a much lower level.

Our capacity building is often just training 30 people in a room for 3 hours and giving them some leaflets.

We are indeed building their capacity, but the reality is much more... real... than what the word covered.

And a cross-border approach which combines specific policy measures could be a simple list of recommenda-
tions to help two city halls develop a common project.

I am often guilty of doing this. My day job is being a consultant.

Consultants know that if we say we are a consultant, 99% of the world population has no idea what we 
do—but it sounds fancy.

In fact, the entire industry of consulting relies on this ambiguity. You have the impression to hire a special 
advisor who can solve all your problems. The big consulting groups in the world have, for a long-time, used 
this to sell their services at exorbitant prices. 

McKinsey, Bains, and Boston Consulting Groups are billion-dollar companies, who advise their clients on 
almost anything—from organising the French vaccination campaign to changing the IT system of a medi-
um-sized company.

When we say consultant—and even when people don‘t understand what we do—it makes us proud.

I use it myself to avoid having to enter a long conversation about my job. If I enter a taxi and I‘m not in the 
mood to talk, and the driver asks me what I do for a living—saying consultant makes them agree that it‘s 
big and important and that they might get a good tip. They probably have no idea what I do, but are afraid 
to ask.

The big words can sometimes represent what they are supposed to—if you are eventually piloting a 20-mil-
lion-euro programme to train thousands of teachers at once (capacity building) or publishing a report for 
two governments‘ parliaments, who will review a set of policies that will affect the country for the next 
decade (cross-border approach which combines specific policy measures).

Oftentimes, if we are honest, we just organise training courses or make consulting recommendations for 
a dozen people. This is absolutely fine because it is the truth; and the truth is always more powerful than 
trying to masquerade facts with big words.

In the context of our story, it is also much easier for someone who listens to us to understand what a work-
shop or a training is—relative to “capacity building.” You can‘t misinterpret this:
• we trained civil servants on both sides of the border to create a new form of contracts that allows them 
to share the ownership of a bridge,

but you could perfectly misunderstand this:
• we launched a cross-border capacity building programme to develop a shared legal framework for in-
frastructure ownership.

And it is difficult to misunderstand “give recommendations to the city council,” while a great part of hu-
manity might find “cross-border policy measures” impossible to understand.
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You would not say it to your cousin, your mum, or your uncle, so it is probably better not to say it to anyone 
else.

Funnily enough, we assume that our colleagues will eventually understand this sentence. The truth is that 
they won’t. 

When we ran a survey of over 100 policy officers, diplomats, scientists, and entrepreneurs, more than 90% 
of them said that they could often not understand their colleagues. Only 4% of them said they “understood 
everything.”

Figure 1: Survey response from diplomats and scientists working for the European Union

So, how do we write this last sentence in our introduction? What do we focus on? If we want to help people 
understand what we do in a couple of seconds, what do we say here?

The easiest route to do so is to re-read your entire story and express what you have done in words that 
are part of a CATEGORY of solutions. 99% of all things done by human beings have already been done by 
other human beings. Similar solutions exist. It is extremely rare for humanity to create a new category of 
solutions.

The last time we created a category was probably the INTERNET, and even this came from DIGITAL solu-
tions that have been in use since the emergence of TVs and calculators with screens.

To give you a bit more historical context—artificial intelligence has been a category by itself since the 
Ancient Greece. As soon as writers could imagine a mechanical machine having thoughts, this gave birth 
to the category of artificial intelligence.

Do you ever struggle to understand a colleague?

Are you reluctant to ask a question to him/her to clarify what was said?

It never happened to me

It happened more than twice 

It happens very often

I rarely understand my colleagues

4%

66%

25%

5%

Questionnaire ran between March and May 2021 during live workshops. 100+ answers collected from diplo-
mats and scientist working for the European Union
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In hundreds of workshops, we addressed this subject, and by collecting thousands of stories, we came up 
with a list of categories of solutions that fit almost all projects. Find the list below.

Category Category Solution

Training/Learning

a series of workshops

a training course

an online training

Research/Analysis

a consultancy support

a prototype

a research project

a pilot project

a report

Communication

a series of events

a marketing campaign

an awareness campaign

a lobbying campaign

Scale up projects an investment strategy

Innovation/New approach
a new process

a new material

a new standard

A physical need an infrastructure

A digital need 
a web app

a mobile app

a digital platform

 

Figure 2: List of categories of solutions that fit most projects

For our need, let‘s see what works best in our story.

1.   (CONTEXT) Albania and Montenegro are separated by a river. For people who live on one side and need 
to cross to the other one, there was no bridge easily available.

2.  (REAL PROBLEM) For civil servants on both sides of the river, planning and funding the construction of a 
bridge was difficult, as there was no common legal basis to share the costs and ownership over a border.

3.  (EXPECTATION) Could we help them by providing expertise on how administrations from other coun-
tries have solved the same legal challenge in the past?

4.  (CATEGORY SOLUTION) We launched a training programme for local civil servants and paired them 
with experts on administrative collaboration across borders.
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But what about our bridge? Did we not talk about that?

At this stage, you are probably wondering why we changed the solution. Our original SOLUTION was:
• the project built a bridge connecting the two banks of a river between Albania and Montenegro.

You built a bridge, so why doesn‘t our story mention it as a CATEGORY SOLUTION?

If you actually built a bridge for someone—great, you should say that.

The category would be infrastructure—and everyone knows what a bridge is. If that is what you have done 
yourself directly, then the solution we have had in mind so far is absolutely the same.

The issue we found training over 1500 policymakers and diplomats in over 20 countries is that they rarely 
build anything directly.

Their action is very rarely linked directly to creating something physical.

Most often, policymakers and diplomats have an indirect effect on the world—they might provide funds 
for NGOs to do the work on the ground.

Do you perceive this difference between doing things DIRECTLY and INDIRECTLY?

Civil servants help governments invest their money in a more efficient manner by changing regulations 
and policies.

They might create complex funding schemes to help entrepreneurs innovate by receiving grants or collat-
eral guarantees via institutional banks.

They might provide expertise or connect experts, so that these experts can offer advice in peer-to-peer 
programmes.

If these things are done well, THEN other people benefit from the solution. But it is an INDIRECT effect 
on the world.

And there is nothing to be ashamed of. In fact, providing indirect aid—if everything goes well—creates a 
bridge. It is an excellent type of work, which is absolutely necessary and often unknown.

But, in our craving for recognition, we often take some liberty with the truth and pretend we have built 
hospitals or saved women from gender abuse or directly changed sewer pipes.

This is commonly known as lying. 

As we said before, technical storytelling is not about masquerading the truth or bluntly lying. It is about 
shaping our arguments in a logical sequence, which helps someone who does not work on the project 
understand it as well. 

This “lack of sexyness” we might complain about comes from poorly written stories, not from the nature 
of the solution we provide. 

We can make a funding scheme “sexy” as long as people understand why our solution is a funding scheme 
that allows entrepreneurs to innovate.

The 3 previous steps—CONTEXT, REAL PROBLEM, and EXPECTATIONS—all work in the mind of the viewer 
to make sure our funding scheme is the best possible solution we could provide.

Let me show you: 
Since the beginning of the COVID crisis, small companies across Europe have focused their efforts on the ur-
gent—paying their employees, selling services, surviving one more day. 
But because they have to focus on the urgent, entrepreneurs find it impossible to plan for innovation and keep 
investing in future tools and techniques that will bring them revenues 5 years from now. 
Can we help them overcome this narrow focus on the urgent and support their investment effort for the future? 
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We launched a funding scheme for companies who were ready to submit an innovation plan for the next 12 
months.

This story about a funding scheme IS interesting. We want to know how this funding scheme works. How 
they helped entrepreneurs. What makes it different from classic bureaucratic work and applications for 
funding, and what really convinced entrepreneurs that someone was there for them.

We made this story logical and understandable—following our 4 steps.

If the viewer or listener could not understand why our role providing a funding scheme was necessary—we 
would indeed feel that was not a sexy topic. 

We would feel that we are just moving papers. That our job could disappear without anyone noticing. That 
we are not doing something concrete and helpful for the world. 

But, hopefully, by now, you have come to realise that even a funding scheme can be made mentally sexy.

FINAL THOUGHTS: Your mum told you not to lie.
Starting to lie to embellish the truth and pretend we have saved the world leads to massive consequences 
without us noticing it.

This a little white lie after all—what consequence can it really have?

The consequence of such a lie is that 60% of the world population distrust their public institutions and 
think their politicians and the government lie. It ranges from 20% distrust in Switzerland, the country 
where citizens have the most trust in their government, to 70% in Spain and 85% in Brazil.

Whenever we create fake expectations about what we do and we cannot deliver on the promise we make, 
we lie a little. And cumulatively, not only do citizens start to distrust everything we say, but they have no 
idea about what we actually do.

Why do we publish so many reports? Why do we spend half of our time in meetings, seminars, congresses, 
and international events?

It all starts to look as if we are working just for ourselves, pretending we do things we actually don‘t, and 
parasitizing the system.

So, if our solution was indeed launching a training programme for local civil servants—then this is what 
we should say and explain why this was important.

If, thanks to our training programme, these civil servants managed to build a bridge—this is an indirect 
consequence of our action. We have not built the bridge ourselves, we created the conditions for this to 
happen.

We can say later in our story that this bridge was the result of our work—but in our introduction, we need 
to be 100% sure that we actually say what we have done. 

We don‘t lie, we don‘t pretend, we don‘t embellish the truth, and we don‘t try to be more “market-y.” We 
just tell the truth, using a logical formula to help people understand why we did something.
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Recap

• Tell the truth of what you did directly. Do not pretend that the indirect result is something you have 
done yourself.
• There are no “unsexy” stories—only stories that do not make logical sense to the viewer. If someone 
can understand them, they can be convinced.
• Everything is sexy as long as it triggers people’s problem-solving routine.

CONCLUSION: If someone watches documentaries—they should 
understand what you work on. Yes or yes.
There are 100 million people watching documentaries at least once a year in the EU. That‘s one person in 
every 5 people.

Whether it is a full 52-minute-long documentary, or a documentary series in various episodes, or a long 
YouTube video explaining how something works—a lot of people watch documentaries.

These people are proactively trying to understand how the world works. They crave to discover how com-
panies produce things, how governments work and deal with policies, they want to know how animals 
reproduce and why cheerleaders can jump 10 meters high.

If these people cannot understand what we do in our stories, then no one will. 

We won‘t reach the “general public” if these people cannot understand what we do first. No journalist will 
ever dig into our 30-page report just to write a 1-page article. And journalists watch probably more than 50 
documentaries a year just to discover new topics.

Our project stories and our messages need to use the same mental construction as the one used in doc-
umentaries. Inject just the right dose of knowledge with each minute, with each step, so that we keep 
being carried by the story. So that our brain can feel good and have the impression we are acquiring new 
knowledge.

There are 6 more steps in the story—but this article will stop here. We built an introduction together, and 
this is the most important part of the story.

We created a new mental hook for someone to understand why we spent thousands of hours of our time 
helping local civil servants build a bridge.

If you are interested in the rest of the technical story formula, we let you dig into it in this article explaining 
the full structure of storytelling, which was distributed to the attendees of our 2-day workshop.

For now, we leave you with this new story, something you will probably remember the next time you hear 
about Albania or Montenegro. 

This is the power of technical storytelling. We hope you‘ll enjoy it.



41   |    Using the Brain’s Passion for Problems to Tell Better Stories

Albania and Montenegro are separated by a river, and for people who live on one side and need to cross to the 
other one, there was no bridge easily available. They had to walk 4 kilometres.

But for civil servants on both sides of the river, planning and funding the construction of a bridge was difficult, 
as there was no common legal basis to share the costs and ownership of a bridge over a border.

Can we help them find ways to build this bridge by providing expertise on how administrations from other coun-
tries have solved the same challenge in the past?

We launched a training programme for local civil servants to pair them with experts on administrative collab-
oration across borders.

And this how it works...
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APPENDIX

FIGURES

Do you ever struggle to understand a colleague?

Are you reluctant to ask a question to him/her to clarify what was said?

It never happened to me

It happened more than twice 

It happens very often

I rarely understand my colleagues

4%

66%

25%

5%

Questionnaire ran 
between March and 
May 2021 during live 
workshops. 100+ 
answers collected from 
diplomats and scientist 
working for the Europe-
an Union

Figure 2: List of categories of solutions that fit most projects

Category Category Solution

Training/Learning

a series of workshops

a training course

an online training

Research/Analysis

a consultancy support

a prototype

a research project

a pilot project

a report

Communication

a series of events

a marketing campaign

an awareness campaign

a lobbying campaign

Scale up projects an investment strategy

Innovation/New approach
a new process

a new material

a new standard

A physical need an infrastructure

A digital need 
a web app

a mobile app

a digital platform

Figure 1: Survey response from diplomats and scientists working for the European Union
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ABSTRACT
For Ministers of Foreign Affairs (MFA) and embassies, being on social media is no longer only about 
presence and networking, but also about creating content that is shared exponentially on social 
media. Drawing on Roland Barthes’ reflections on visual semiotics, the paper discusses three rules of 
viral engagement: visual simplicity, emotional framing, and personalisation. The three rules explain 
why low-quality information stands a better chance of being disseminated more actively in an atten-
tion-deficit environment, why messages embedding emotions with high levels of energy and dom-
inance, such as anger and joy, are more likely to travel fast online, and why personalised narratives 
lower the barriers for individual identification with social or political goals. The paper concludes that 
viral digital communications require a good understanding of the context in which the message is 
accessed by the online public (studium) and careful crafting of the anchors by which the message 
‘pierces’ the attention of the target audience (punctum).
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The Studium and the Punctum
Virality in digital diplomacy is the new black, and rightly so, one may add! For Ministers of Foreign Affairs 
(MFA) and embassies, being on social media is no longer only about presence and networking, but about 
standing out through the virality of their messages. Creating content that is shared exponentially on social 
media, in a very short time frame, with multiple levels of reactions from a mosaic of audiences, is, to put 
it simply, ‘pure gold’ from a communicational perspective. Virality allows digital diplomats to step out of 
their immediate ‘bubble’ and reach out to unfamiliar audiences, showcase their position on important poli-
cy issues or normative claims, and enhance their social authority in front of their peers or the online public. 
In the attention-deficit space of the digital medium, virality promises to inject a high dose of authenticity 
and engagement, even though the outcome often has a short lifespan and generates transient effects. The 
challenge lies, of course, with the fact that viral content is not that easily created, especially by MFAs and 
embassies, who generally lack the human know-how and technical capacity to make their messages ‘go 
viral.’

As a first step towards addressing this challenge, we need to develop a good theoretical understanding of 
how virality works in the context of digital diplomacy. Roland Barthes’ (1981) reflections on the study of 
photography may assist us with this task, as they provide some useful clues about how to think analytically 
about the issue of virality. More specifically, Barthes argues that the way in which we make sense of the 
meaning of a photograph much depends on the distinction we draw between the studium and the punctum 
aspects of the image. The studium represents the contextual reading of the image, that is, the historical, 
social, or cultural details that the picture makes available to the viewer. The punctum, on the other hand, 
is the ‘out-of-place’ aspect of the photo that punctuates the studium and ‘pierces’ the viewer with an un-
expected arrow of acuity. To put it differently, while the studium tells the viewer what the image is about 
in a manner that can be similarly understood by many, the punctum disrupts the studium and establishes 
a personal connection between the viewer and the image.

For example, Barthes finds that the picture, taken by a Dutch reporter, of a military unit patrolling a street 
in an unnamed Nicaraguan city during the uprising in 1978–79 (see Image 1) resembles well the duality and 
co-presence of the studium and the punctum. The studium informs us about the gravity of the political 
situation, the desolation, and the destruction produced by the insurrection, the casual display of military 
force, and the bleakness of the future. The punctum, on the other hand, reveals, at least for Barthes, an 
unexpected contrast between two elements that do not usually belong together, the nuns and the sol-
diers, which seems to invite the reader to reflect on questions about war and death, violence and religion, 
destruction and reconstruction. The studium makes available to viewers a particular narrative about a his-
torical situation, with the goal to stimulate their interest and take notice of the human tragedy unfolding 
in Nicaragua at that time. However, it is the punctum that makes the photo transcend its state of general 
interest and connect it more intimately with the viewer by reaching out to Barthes’ subjectivity, thus ren-
dering the image personally meaningful to him. 



46   |   Be a Digital Diplomat

Digital Marketing: Trust-Building Tool for Government Communicators    |   46 

Image 1: Koen Wessing, Nicaragua, 1978

Barthes’ reflections on the art of photography carry good analytical value for the study of online virality 
as well. They offer us a framework for deconstructing viral content into tangible components by which 
we can capture the interplay between the general and the specific, the common and the personal, the 
informative and the emotional, the inconsequential and the meaningful. Understanding the studium of 
viral content can give us a better sense of the themes, compositions, formats, and approaches that make 
certain messages highly popular. Understanding the punctum can reveal the ‘out-of-place’ profile of viral 
messages and their propensity for personalisation and microengagement. Drawing from relevant case 
studies of viral digital diplomacy, the next two sections will integrate the concepts of the studium and the 
punctum into the discussion on two important aspects of online virality: contextual dimensions of viral 
dissemination (external vs internal) and rules of operation (information, emotions, and personalisation). 

External vs Internal Virality 
A tweet by former UK Ambassador to Egypt John Casson showing him strolling in Cairo, shortly before he 
ended his tenure in September 2018, gathered 1.4K reactions, 1.7K retweets, and 11K likes. By contrast, a 
tweet by High Commissioner of Cyprus to the UK Euripides Evriviades showing him posing in front of the 
residence of the British Prime Minister as a memento before his departure from the post garnered only 
28 reactions, 25 retweets, and 294 likes (see Image 2). The question this example invites us to address is 
threefold: a) to what extent is the virality of the two tweets comparable, b) how well does each tweet 
perform relative to other messages produced by the same author, and c) what characteristics of the two 
tweets explain their virality? The first part of the question concerns itself with the issue of ‘external virality’ 
(cross-source comparison), the second with the issue of ‘internal virality’ (same-source comparison), and 
the third part with the application of the stadium/punctum framework.
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Image 2: Tweets with asymmetrical viral content

Many would probably be tempted to consider the tweet of Amb. Casson as decisively more viral in its 
outlook than that of HC Evriviades, given its sizeable lead in quantitative metrics. However, closer scrutiny 
reveals that the two tweets are somewhat similar in terms of online influence once the number of follow-
ers is considered (see Table 1). More specifically, Amb. Casson’s tweet has only a small lead in terms of RT, 
but a stronger presence in terms of likes and reactions. This is so because the number of followers distorts 
the quality of the virality metrics by amplifying the randomness of reactions. Put differently, it is clearly 
impressive when an account with 100 followers generates 1000 RTs, but arguably less so when the same 
number of RTs comes from an account with 1 million followers. Therefore, the number of RT/likes/reactions 
per follower provides a better basis for comparison of the ‘external’ virality of competing accounts. 

Table 1: External virality adjusted to the number of followers

Amb. John Casson HC Evriviades

Number of followers 1.26M 16.6K

Number of RT per follower 741 664

Number of likes per follower 114 56

Number of reactions per follower 900 592

At the same time, it is important to observe the ‘internal’ dimension of virality, that is, the extent to which 
a tweet aligns itself with or diverges from the average reach of other messages generated by the same 
source. For illustration purposes, the average number of RT, likes, and reactions of a sample of the most 
recent ten tweets produced by Amb. Casson (28 August–5 September 2018) and HC Evriviades (21–23 June 
2019) fall well outside the normal distribution, between 2–3 standard deviations in the case of Amb. Casson 
and even further in the case of HC Evriviades. In other words, while both tweets have performed extremely 
well relative to other tweets posted by the same authors, the one posted by HC Evriviades is a clear outlier, 
especially in terms of likes and reactions.
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Table 3: Internal virality relative to the average tweet reach on each account

Amb. John Casson HC Evriviades

Average # Standard deviation Average # Standard deviation

RT 370 473 6 6

Likes 3993 3466 24 27

Reactions 420 404 2 1

This brings us back to Barthes’ distinction between the studium and the punctum and its role as an ana-
lytical tool for explaining the performance of these two tweets. From a studium perspective, both tweets 
speak to traditional themes about what it means to be a diplomat—engaging with people and cultivating 
issues of common interest in the case of Amb. Casson and building political relationships in the case of 
HC Evriviades. However, it is not the conventionalism of the stories that makes the difference in terms of 
reception by the audience, but the punctum by which the viewer is invited to interpret the message. The 
casualness and naturalness by which Amb. Casson mingles with regular Egyptian citizens stands in clear 
contrast with its official position, while the note of subtle humour that HC Evriviades drops in his message 
acts as a relaxing counterpoint to the solemnity conveyed by the 10 Downing Street door as the centre of 
political power in the UK. 

The stadium/punctum framework also adds an interesting reflexive angle to the discussion regarding the 
influence of external vs internal virality. As the audience gradually becomes familiar with the style of the 
author, internal validity can sustain itself if the punctum constantly refreshes itself. For example, the ca-
sualness shown by Amb. Casson in his public interactions can demonstrate its viral value if it continues 
to surprise the viewer, by engaging, for instance, with unexpected guests or changing the dynamic of 
interaction with the public. In the same way, the light/solemn punctum adopted by HC Evriviades will 
require creatively updated formats of expression so as to maintain the attention of the audience. From 
the perspective of external virality, the studium can offer interesting insights into how certain themes of 
diplomatic reflection travel across space and time. For example, does the idea of direct engagement with 
the public resonate better in places where the local relationship between citizens and policymakers is 
more hierarchical? Similarly, would humour be able to drive viral content in the same way in places where 
the reputation of power holders is negative?

Virality Rules
As mentioned elsewhere (Bjola, Cassidy and Manor, 2019), diplomatic communication was traditionally 
embedded in a text-oriented culture that favoured ‘constructive ambiguity’ over precision, politeness over 
frankness, reason over passion, and confidentiality over transparency. The arrival of digital technologies 
has infused the public sphere in which diplomacy operates with a set of new elements, which have com-
pletely rearranged the ‘grammar rules’ of online engagement. Data and algorithms are now new syntac-
tic units of the new ‘digital language,’ to which various combinations of visuals, emotions, and cognitive 
frames are attached to create semantic meaning. This also means that digital content on social media 
platforms must tailor itself closely to these rules in order to be able to go viral. If so, what exactly are these 
rules and how the stadium/punctum framework can help us unpack the scope of application of these rules?
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Rule #1: Information overload and limited attention contribute to the degradation of the 
quality of information that goes viral.

As shown by Weng, Flammini, Vespignani and Menczer (2012), the combination of a social network struc-
ture (the denser, the better) and competition for finite user attention provides a sufficient condition for 
the emergence of a broad diversity of viral content. However, out of the ‘soup’ of contending viral mes-
sages, it is more likely that those that come on top expose low-quality information, as both the informa-
tion load and limited attention lead to low discriminative power. As Qiu, Oliveira, Shirazi, Flammini and 
Menczer (2017) point out, viral diversity can coexist with a network’s discriminative power when we have 
plenty of attention and we are not overloaded with information, which are conditions that are increasingly 
difficult to meet in the digital medium. In other words, the network structure of social media platforms 
favours the formation of viral content, but the attention deficit of users acts as a filter for the quality of 
the viral content. 

Image 3: Tweets with asymmetrical quality of information

As suggested in Image 3, Rule #1 carries empirical relevance. The tweet posted by the UN account showing 
UN Secretary General Antonio Guterres inviting Arnold Schwarzenegger to attend the Climate Action 
Summit in September 2019 quickly went viral (by internal standards). It swiftly reached roughly three times 
the average of likes and RTs received by the UN account, despite the scarcity of the information provid-
ed, except for a brief reference to the actor’s famous line “I’ll be back.” By contrast, the information-rich 
tweet, posted by the European External Action Service (EEAS) and outlining EU-Asia security priorities, an 
important topic in the current geopolitical context, was hardly noticed by the online public. One import-
ant implication of Rule #1 is that the punctum needs to really stand out (via emotional framing of the use 
of a dynamic format) if the quality of the information reflected by the studium is to stay high and make a 
significant difference for the audience. 

Rule #2: Emotions rule! Content that evokes intense emotions is more likely to go viral. 
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One important school of thought on the psychology of emotions links Paul Ekman (1992) and Robert Plut-
chik’s (2001) influential theories of basic emotions1 to the pleasure-arousal-dominance model of environ-
mental perception, developed by Mehrabian and Russell (1974) (see Image 4). It is thus argued that emo-
tions are associated with different degrees of positive (joy, surprise) or negative feelings (anger, disgust, 
fear, sadness), that they come with different levels of high (joy, anger, fear) or low energy (sadness, dis-
gust), and that they are connected to feelings of control (anger, joy) or inadequacy (fear, sadness). Building 
on this model, Rule #2 states that messages reflecting high levels of valence, arousal, and dominance, such 
as joy and anger, are more likely to go viral. 

Image 4: Affective space spanned by the valence-arousal-dominance model, together with the position of six 
basic emotions2 
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Rule #2 has received empirical support from a few studies. Fan, Zhao, Chen and Xu (2013) have found, for 
instance, that angry emotions can spread more quickly and broadly on social media than joy. Stieglitz and 
Dang-Xuan (2013) have also found that emotionally charged Twitter messages tend to be retweeted more 
often and more quickly compared to neutral ones. In a controversial experiment, conducted on Facebook, 
Kramer, Guillory and Hancock (2014) have demonstrated that emotional states can be actually transferred 
to others via emotional contagion, leading people to experience the same emotions without even being 
aware of it.

1 According to Ekman, human emotions can be grouped into six families (anger, disgust, fear, happiness, sadness, and surprise), while 
Plutchik recognized eight families, which he grouped into four pairs of polar opposites (joy-sadness, anger-fear, trust-distrust, surprise-an-
ticipation).
2 Note: Graph adapted from “Word Emotion Induction for Multiple Languages as a Deep Multi-Task Learning Problem” by S. Buechel and 
U. Hahn, 2018, Proceedings of the 2018 Conference of the North American Chapter of the Association for Computational Linguistics: Human 
Language Technologies, 1, p. 1908
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Image 5: Tweets with asymmetrical emotional valence

What is interesting in the case of Rule #2 is that the punctum is not necessarily defined by a particular 
feature of the message, but by the emotion that transpires from the message. The two tweets in Image 5, 
posted by Iranian Foreign Minister Javad Zarif (left) and UK Ambassador to Argentina Mark Kent (right), 
illustrate this point well. FM Zarif’s tweet conveys a pugnacious expression of angry defiance, while Amb. 
Kent relies on the positive emotion of surprise to ‘pierce’ and establish a connection with the viewer. Both 
emotions enjoy high levels of energy and dominance, which explains the excellent reception by the audi-
ence (several times the average of RTs and likes normally received by the two diplomats). An interesting 
implication of Rule #2 is the potential constitutive effect of emotion-driven virality on the formation of 
online audiences: do emotional punctums provide the anchor around which audiences coalesce, and if so, 
at what stage the studium becomes irrelevant for how messages are received by an emotionally primed 
audience?

 

Rule # 3: Content that can be easily personalised is more likely to go viral.

In a seminal article, later expanded into a book, Bennett and Segerberg (2012) make the argument that, 
unlike the top-down mechanisms of content distribution favoured by hierarchical organizations, social 
networking involves co-production and co-distribution based on personalized expression. According to 
this connective logic, taking public action becomes less an issue of demonstrating support for some gener-
ic goals, as noble as they may be, but an act of personal expression and self-validation, achieved by sharing 
ideas online, negotiating meanings, and structuring trusted relationships. For example, the personalized 
action frame “We are the 99 per cent,” which emerged from the US Occupy protests in 2011, or the more 
recent ‘MeToo’ movement quickly turned viral and travelled the world via personal stories, images, and vid-
eos shared on social networks, such as Twitter, Facebook, and Instagram. In short, the easier to personalise 
a message, as Rule #3 states, the lower the barriers to individual identification with social or political goals, 
the more opportunities for horizontal engagement, and by extension, the more likely for such content to 
be absorbed, reflected upon, and disseminated through the social networks.
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Image 6: Tweets with asymmetrical degree of personalisation

For MFAs and embassies, personalisation is not necessarily an easy task, as is often the case: their online 
activities are primarily about projecting and emphasising their own set of policy priorities, approaches, 
and strategies to address various issues on the global agenda. Personalisation would imply exactly the 
opposite: removing oneself from the ‘digital spotlight’ and identifying themes that can be connected with 
as many individuals as possible. The examples in Image 6 aim to achieve this in slightly different ways. 

The #WeAreNATO videoclip, produced by NATO for its 70th anniversary in April, places its member states 
at the forefront of the story about the historical evolution of the organisation. Personalisation takes place, 
in this case, via state representatives who come together to share their commitment to the values of free-
dom and security projected by the organisation. The viral tweet of the German Ministry of Foreign Affairs 
takes a different approach. It invites viewers to recall the suffering of those persecuted for fighting for 
justice and freedom and to identify themselves with the courage demonstrated by one of the last survivors 
of the resistance movement to the Nazi regime.

In contrast to Rule #2, personalisation does not primarily focus on emotions, but rather on recognition and 
self-validation. The studium moves back to the centre stage as the repertoire of themes it proposes for 
discussion needs to offer points of connection by which individuals can express themselves in their own 
voice by sharing similar stories, images, and actions. In the case of Rule #3, the punctum emerges, not as 
an anchor by which the viewer is drawn to absorb the message of the studium via subtle contradictions or 
surprises, but as an invitation to engage as a co-participant in the production of stories connected to the 
studium, which maximises perceptions of self-worth and social recognition.

To conclude, the dynamic environment in which digital diplomacy operates has increased the pressure 
on MFAs and embassies to become more conscious of the need to better understand how their messages 
could excel in terms of engagement. Barthes offers us good analytical tools (the studium and the punc-
tum) for unpacking the contextual dimensions of viral dissemination (external vs internal) as well as for 
recognizing the role of information, emotions, and personalisation in understanding the rules of operation 
of viral engagement. 
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ABSTRACT
Do social media posts need hashtags? Are hashtags the panacea making a social media post reach a 
larger audience and possibly go viral? Is it worth tagging pictures? How many hashtags do you need 
to make a post go viral? Will one hashtag suffice or is it better to use two, and if so, which ones are 
the best to use? The effects of the use of hashtags to make posts go viral are hit-and-miss, but they 
will definitely help aggregate and categorize content on social media in terms of themes and topics, 
writes Matthias Lüfkens in this article about the Science of Hashtags and Keywords.
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Hashtags are the lubricant of social media. Just as oil makes engines run smoothly, tags and hashtags, col-
lectively known as metadata, help aggregate and categorize similar content on the internet. Hashtags are 
essentially bottom-up taxonomies, also known as folksonomies, created by all users.

A popular and trending hashtag might make your social media post stand out; tagging a video will increase 
its discoverability; adding a closed caption (subtitles) to your video or adding alt-descriptions to your pic-
tures will make them readable by screen readers and accessible to the blind and visually impaired. 

However, tags and hashtags are no silver bullet for your content to go viral. The historic tweet picturing 
a plane in the Hudson River went viral without hashtags. Former US President Donald Trump rarely used 
hashtags in his tweets, and his messages still reached a global audience. The most retweeted tweets from 
Pope Francis (@Pontifex) do not have any hashtags, and @Pontifex has only started to use hashtags con-
sistently in his daily Twitter messages over the past three years.

Hashtag history
The use of hashtags was first suggested by Chris Messina in a tweet on 23 August 2007, eventually leading 
to their widespread adoption throughout the platform. Twitter initially decried hashtags as a “thing for 
nerds,” but, by the end of the decade, hashtags had been entrenched in the culture of the platform. In June 
2014, the word hashtag was added to the Oxford English Dictionary and has since become synonymous 
with the content on the internet.

Hashtags are now used on all social media platforms. On Instagram and LinkedIn, you can also ‘follow’ 
hashtags, automatically receiving all posts tagged with the relevant hashtag in your newsfeed. 

Hashtags have become so ubiquitous on social media platforms that some platforms limit their use to 
avoid abuse. Twitter considers “using a trending or popular hashtag with an intent to subvert or manipu-
late a conversation or to drive traffic or attention to accounts, websites, products, services, or initiatives; 
and tweeting with excessive, unrelated hashtags in a single tweet” as platform manipulation in its spam 
policy, which might lead to account suspension.

Instagram has limited the number of hashtags to 30 per post and 10 per story to prevent users from abus-
ing them. If you try to include more hashtags, your caption or comment will simply not be posted. Insta-
gram even has a list of banned hashtags, including #sex, #drugs, and #shit, which will not be indexed by 
the platform.
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  DEFINITION OF TAGS, HASHTAGS AND METADATA  

A keyword is a type of metadata that you can add to a piece of content (picture or video), a blog post, 
or a website to better define its key topic. 

Tagging is the act of adding keywords (metadata tags) to categorize a piece of content (picture or 
video), a blog post, or a website to better define its key topic.

A hashtag is a type of metadata tags used on social networks, allowing users to apply user-generated 
tagging, which makes it possible for others to easily find messages with a specific theme or content. 

How to use hashtags
Users create hashtags by placing the pound sign ‘#’ in front 
of a word or an unspaced phrase in a message. Hashtags may 
contain letters, digits, and underscores, but neither amper-
sands ‘&’ nor hyphens ‘-‘—hyphens will break the hashtag. 
The best example is the COVID-19 hashtag, which was 
tweeted for the first time by the World Health Organisation 
(WHO) on 11 February 2020. Do not write #COVID-19, but 
use #COVID19 or #COVID_19 instead, replacing the hyphen 
with an underscore. 

The International Telecommunication Union (ITU) is delib-
erately using the hyphenated hashtag #ITUWTDC-21 for its 
quadrennial World Telecommunication Conference, which 
helps popularize the branded hashtag #ITUWTDC for the 
conference, with the year of the event subtly added to the 
hashtag.

  BRANDED HASHTAGS  

Think twice before adding your brand name to a hashtag. A branded hashtag is unlikely to be used by 
other users compared to an unbranded one. On the contrary, it might even be hijacked by detractors. 

In 2012, McDonald’s thought it was a good idea to launch the #McDStories hashtag campaign to 
encourage users to share how they are loving their happy meals. The hashtag quickly turned into a 
#bashtag, with users sharing their horror stories regarding the fast-food chain. McDonald’s pulled the 
campaign two hours later, but the hashtag continued to get traction on social media for days.

Clicking on a hashtag will automatically yield all posts that have been tagged with it. On Instagram, the 
most used hashtag #love allows users to find all 2.1 billion posts that have been tagged using this hashtag, 
and they can chose to follow the hashtag to receive future posts tagged with #love.

Popular hashtags are promoted by Twitter in the ‘Trends for you’ section, which you can narrow down by 
location to only get topics trending in a country, a region, or a specific city. Given the number of users on 
the platform, it has become almost impossible to ‘trend’ globally on Twitter. However, it is possible to pay 
to promote a hashtag, which will then appear in the trending section. 
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Some powerful user groups, such as the 40-million-member strong ‘BTS Army,’ have enough social media 
firing power to engineer global trends related to their favourite Korean pop group. To create a hashtag 
trend, you need to choose a hashtag that has never been tweeted before, and, most importantly, you need 
an army of several hundred tweeps sharing the hashtag at the same time. And even then, the hashtag 
might only trend at a certain location, and Twitter might thwart the concerted effort, which is against its 
spam policy. 

Using a trending hashtag in your post is no panacea. Your post might still drown in the maelstrom of 
tweets. However, choosing the correct hashtag allows you to be part of the conversation. The hashtag 
#DigitalDiplomacy is consistently followed by a small, but influential group of diplomats, scholars, and 
social media managers from foreign ministries around the world.

  DAILY HASHTAGS  

Over the past decade, the internet has come up with a number of popular hashtags for each day 
of the week, from #MondayMotivation to #FollowFriday (#FF) and from #TravelTuesday to #Throw-
backThursday. The #TBT hashtag allows users to share pictures or posts from several years ago. The 
#FollowFriday has declined in use, but it is a great way to send a shout-out to your friends and peers.

How effective are hashtags?
Hashtags are the key to driving community engagement on Twitter. Tweets with hashtags get twice as 
much engagement as tweets without hashtags, according to Buffer, a software designed to manage multi-
ple accounts on social media. Tweets with two hashtags garner the highest engagement, but the engage-
ment declines as the number of hashtags increases. 

On Instagram, you can add up to 30 hashtags per post and 10 per story, and it pays to choose them wisely. 
There is no right number of hashtags nor a magic number of hashtags for any post. In essence, it is very 
much a process of trial and error. Hashtags are hit-and-miss on Instagram: some posts will get very little 
engagement from hashtags, while some hashtags will be the main driver of engagement. These two posts 
from @LeJetdeau reached 16,000 and 15,000 users respectively, with the latter receiving more than 7,000 
views from hashtags, while the former only received 1,323 views from hashtags. Often, a powerful visual 
does not need a hashtag to go viral. 
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Research has shown that Instagram posts with 11 or more hashtags receive nearly 80% interaction, com-
pared to just 22% when using only one hashtag and 41% when using two hashtags. Sometimes, these 
hashtags will drive engagement to your post, but, sometimes, they will have no effect on it at all. Instagram 
does not itemize engagement per hashtag, and it is therefore impossible to determine which of the 30 
hashtags generated the most engagement.

Your content must be relevant for a hashtag, and the hashtag should be relevant for your content. Contrary 
to popular belief, it is not always the most popular hashtags that drive engagement, and adding #love to 
your corporate content will not endear you to users. On the contrary, popular hashtags are prone to mis-
use and will therefore less effectively generate likes and engagement.

To improve readability, it is advisable not to add any hashtags in the Instagram description box, but rather 
add the 30 hashtags in a comment after posting a picture, which will have the same effect on Instagram’s 
search engine. LinkedIn will suggest a series of hashtags for your posts, but make sure to add them at the 
end and below the fold ‘Read more.’

Owning your hashtags
Hashtags are user-generated, and anyone can create a hashtag. Corporations and organisations cannot 
own, copyright©, register®, nor trademark™ a hashtag. Anyone can use, reuse, and abuse ‘your’ corporate 
hashtag in a negative context. 

Every year, the anti-globalisation movement uses the hashtag #SmashWEF to share pictures and videos of 
protests and demonstrations against the annual meeting of the World Economic Forum in Davos, but the 
hashtag has so far not become a global trend, like the #OccupyWallStreet movement has.

Before deciding on a specific hashtag for a campaign or an event, it is crucial to do a background check on 
Twitter and Instagram to see if the hashtag has already been used, and if so, in what context. Do not use 
a hashtag that is used with content you do not want to be associated with. For example, the #G20 hash-
tag currently generates more pictures of the BMW 3 Series than pictures of the global leaders’ meeting. 
However, the Group of Twenty forum will probably trend again at the time of their next in-person meeting.

 CHECK YOUR HASHTAGS 

The easiest way to do a background check of a potential hashtag is to search the main social media 
sites. Instagram will tell you how often the hashtag has already been used on the platform. LinkedIn 
will tell you how many other users follow the hashtag, and Twitter will give you the top results and 
the latest results, providing a fairly good indication of how the hashtag has been used over time. You 
could also use the Hashtag Generator, which will churn out 30 related hashtags. It pays to vary your 
favourite hashtag list every now and then.

When hashtags clash
The World Economic Forum used the corporate hashtag #WEF for all its posts on social media. However, 
every year in early January, the Winter Equestrian Festival in Florida uses the same three-letter abbrevia-
tion, and this has resulted in a number of horse pictures appearing in the #WEF Twitter search. The World 
Economic Forum has since decided to use #WEF and the current year (#WEF19, #WEF20) to avoid any pos-
sible confusion. However, imposing an official hashtag is nearly impossible since users will, for ease of use, 
revert to the shorter three-letter acronym. 
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It is important to set an official hashtag at the outset. In 2019, the UN General Assembly had several com-
peting hashtags: #UNGA2019, #UN2019, #UNGA74 (for the 74th session), and #AGNU (its French version); 
however, only the hashtag #UNGA was promoted by Twitter, unlocking a special, but ephemeral UN flag 
emoji next to the hashtag. Over the past years, #UNGA has become the official hashtag of the UN General 
Assembly, but, in 2020, the hashtag for its 75th anniversary #UN75 took precedence. 

However, some countries focus on the activities of their leaders, and when Indian Prime Minister Naren-
dra Modi spoke at the General Assembly in 2019, Indian Twitter users and media outlets were quick to use 
the hashtag #ModiatUNGA. A year later, Pakistani Twitter was abuzz with the hashtag #PMIKatUNGA to 
celebrate Pakistani Prime Minister Imran Khan’s speech to the UN assembly. Unfortunately, this ‘hashtag 
nationalism’ will make it unlikely for both countries to see each other’s tweets.

During negotiations between the US, the EU, and Iran, 
the Austrian Foreign Ministry successfully imposed the 
hashtag #IranTalksVienna, generating substantial publici-
ty for the Austrian capital and host city of the talks about 
Iran’s nuclear arsenal. When the Biden-Putin summit was 
announced to be taking place in Geneva, the Swiss Foreign 
Ministry was quick to use the hashtag #GenevaSummit for 
the event. For the previous Russia-US summit, the Finnish 
Ministry of Foreign Affairs used the official hashtag #HEL-
SINKI2018 in the summit’s visual. 

How to stand out with a simple hashtag
The Twitter algorithm indexes accounts using a combina-
tion of the Twitter name and the 160-character Twitter bio 
to assess relevancy—the Twitter handle seems to be large-
ly irrelevant. Knowing this, it is easy to beat the Twitter 
algorithm, stand out, and move to the top of the Twitter hi-
erarchy. Simply add a relevant keyword or hashtag to your 
Twitter name or profile. 

During the annual UN General Assembly, the @Twiploma-
cy account added the hashtag #UNGA to its Twitter name 
to be part of the online chatter, despite not being physical-
ly present in New York. The foreign ministries of Armenia, 
Belgium, Denmark, Estonia, and Lithuania also added the 
hashtag to their Twitter name, raising their respective pro-
files during the annual diplomatic confab and making a no-
ticeable impact on the Twitter search. Since Twitter is fully 
indexed by Google, these accounts also surfaced in Google 
searches for the #UNGA hashtag.
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In early 2021, UNESCO, the UN Educational, Scientific, and Cultural Organization, did not show up in the 
Twitter search for any of its three main pillars. The organization changed its Twitter name, adding hashtags 
for its three main themes, #Education, #Sciences, and #Culture, and whenever users search for any of these 
three hashtags on Twitter, the @UNESCO account will now magically come out among the top 10 accounts.

The International Telecommunication Union (ITU) also added its full name and a hashtag to its Twitter 
name, and it now surfaces as the top Twitter account when users search for #Telecommunications.

Hashtag syntax 
Hashtag syntax matters! When former UK Prime Minister Margaret Thatcher died on 8 April 2013, the 
Twittersphere became alight with the hashtag #NowThatchersDead, which many misread as #NowThatCh-
ersDead, prompting thousands of fans mourning the singer’s demise before realising their mistake.

  MAKE YOUR HASHTAG HEARD 🔊  

For the sake of accessibility and to help the visually impaired read your hashtag correctly, it is impor-
tant to capitalize each word of a multi-word hashtag. This will allow screen readers to read each word 
of the hashtag correctly and not regurgitate garbled acronyms. Check how your multiword hashtag 
sounds through a screen reader before using it.

Tagging emojis 
On Instagram, you can add emojis to a hashtag. For the past five years, the Instagram account of Jet d’eau, 
Geneva’s iconic water fountain, has consistently used the #⛲ in each of its 3,500 posts. According to 
Instagram, the hashtag-fountain (#⛲) has been used more than 38,000 times, and almost 10% have been 
generated by the account of the Geneva water fountain. The @LeJetdeau account has thus effectively 
appropriated the emoji, and a Google search for the hashtag-fountain-emoji will surface a series of Insta-
gram posts from Jet d’eau.
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Tagging users
On Facebook, Instagram, and LinkedIn, users can also ‘tag’ other users in pictures and videos. Tagged users 
will receive a personal notification, increasing the chances of the publication to be seen by a specific audi-
ence. Instagram allows users to tag up to 20 other users in a picture or a video and 10 users in an Instagram 
story. It is highly recommended to tag influencers to nudge them towards your post. If they are tagged in 
Instagram stories, they can re-share the story on their own profiles, giving your story a broader audience. 

On Twitter, users can tag up to 10 other users in pictures only. Tagged users will receive a notification that 
they have been tagged in a visual, which is a subtle nudge to draw their attention to the post. In a last-ditch 
effort to sway former US President Donald Trump not to rescind the Paris Accords, the French Foreign 
Ministry specifically tagged the personal Twitter account of the president’s daughter @IvankaTrump in its 
tweet, hoping that the First Daughter and Special Adviser to the President would be able to convince her 
father not to “refuse the worldwide solution.”

Tagging videos
YouTube, Facebook, and Twitter offer users the possibility to tag videos, adding relevant keywords that 
define the content of the video and help the platforms’ algorithms better understand what the video is 
about. Twitter only allows users to add one category tag when uploading videos through the Twitter Media 
Studio platform, while Facebook and YouTube allow multiple tags for each video.

To improve accessibility of videos for the hearing impaired, it is imperative to add closed captions to vid-
eos after uploading them to Facebook, LinkedIn, Twitter, and YouTube. These timed captions will automat-
ically appear on each video on Twitter when played in the silent mode or when the CC button below each 
video is activated. The easiest way to do so is to generate these .srt-files is on YouTube and then export 
them to be added to videos on other platforms. These closed captions will improve videos’ discoverability, 
help the hearing impaired, and make videos watchable in the silent mode. Hard-coded captions in videos 
are not readable by screen readers and will therefore not be indexed by the platforms’ algorithms.

For the visually impaired and the blind, it is equally important to add alt-descriptions to all images. These 
alternative descriptions should describe each picture. Ensure that the text can be read by screen readers, 
as this helps the blind visualize the picture. The ability to add alt-descriptions is now activated on Insta-
gram, LinkedIn, and Twitter, and it pays to use them.

Conclusion
Tagging and adding relevant keywords, hashtags, and metadata to your visuals, videos, and posts on social 
media has become part and parcel of the hidden work of any social media manager. Researching the right 
hashtag, adding alt-descriptions to visuals, and captioning videos is vital work, which might not be visible 
to the untrained eye, but is often the basis for the success of social media publications. 
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BUILDING INFLUENCE 
BY WORKING WITH 
INFLUENCERS 
Roger Croix Webb, Former Public Diplomacy Officer, on Leave of Absence from the United 
States Department of State1

1  The views and opinions expressed in this essay are exclusively those of its author and are not in any way meant to reflect 
the opinions or policies of the US Government.
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ABSTRACT
The current debate on whether government engagement practitioners should use social media influ-
encers to message foreign populations is centred on the inherent public distrust in both government 
messaging efforts and influencers. Collaboration between the two is often fraught with peril. Not 
only is there a low probability of the engagement leading to actual change in behaviour, but there is 
also a strong risk that the program will backfire—drawing public disdain and even provoking public 
action contrary to what was intended. However, the use of influencers to amplify government mes-
sages is not a new phenomenon unique to the digital media environment, and the real question is 
how best to utilize influencer partnerships. In order to ensure these partnerships result in positive 
outcomes, it is important to start with the underlying expectation of government messaging efforts: 
transparency and accountability. Adhering to established norms of transparency and accountability 
will help governments achieve and maintain their position as credible messengers. When govern-
ment engagement practitioners enlist the support of social media influencers, they must base their 
effort on a robust, structured, and realistic planning and assessment process. Rather than debate 
the method of message delivery, practitioners should let their strategic planning and evaluation pro-
cesses dictate which methods and messages will resonate with the target audience to advance the 
government’s political objectives.

Key terms: social media; digital diplomacy; public diplomacy; influencers; strategic planning; assessment; 
messaging
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“No man is exempt from saying silly things; the mischief is to say them deliberately.”
Michel de Montaigne

There was a moment in history when the United States was desperate for a friend. The country was fight-
ing a real existential battle, and the world watched with a mixture of dismay and wonderment. Traditional 
diplomacy was failing; the polished talking points of well-heeled men in uniforms did little to gain any 
favour. After frantically searching for answers, the country admitted it was time to do the unthinkable. It 
was time to send in the influencer!

The gravity of that moment could not be understated. The fledgling nation was a year into its war of 
independence and faced certain defeat at the hands of the world’s greatest superpower. Unless it could 
somehow enlist the moral and material support of the other world superpower at the time, all hope would 
be lost. The task was seemingly insurmountable—aside from their common enemy, there was little in the 
way of shared values or common ground between France and the colonies. This was not a moment in time 
when an absolute monarchy could so easily ally with a motley band of revolutionaries seeking to unbur-
den themselves of the throws of yet another monarch. The risk far outweighed the reward for France to 
intercede with the British. Selling the American cause to the French would not come without considerable 
persuasion.

To this end, General Washington turned to the young country’s most globally recognized figure, the man 
known around the world as America’s foremost scientific and literary mind— Benjamin Franklin.

Known today as the father of American diplomacy, at the time Franklin was a pure influencer. His ultimate 
success in France was not as much a result of his deft manoeuvrings than his embodiment of an anti-diplo-
mat. The official lines and requests had fallen on deaf ears in the French court, and Franklin’s counterparts 
were reduced to interloping beggars. Instead, he embarked on a months-long campaign of engagement, 
ingratiating himself with the French elite and building rapport with those in possession of the King’s ear. 
He played to high French society’s campy view of Americans, becoming known for his coonskin cap and 
lack of adherence to court protocols. When John Adams later arrived on the scene, he was appalled at 
Franklin’s decorum. Yet Franklin was “temperamentally suited” to engage with the French in a way that 
his colleagues were not. (Public Broadcasting Service, n.d.) It was his ability to connect on a personal level 
with French elites which set him apart. In a negotiation between two sharply contrasting governments, it 
was this connection that ultimately carried the day.

The fact that Franklin was an influencer first and a diplomat second is a perfect starting point for today’s 
discussion on whether governments should enlist influencer support to advance their policy objectives. 
This discussion takes a certain tone, as the word influencer has taken on a new meaning in our digitized 
world. However, influencers have always existed and have always been a major tool in service of forging 
stronger, lasting ties between nations and peoples. Consequently, the question should not necessarily be 
whether to use influencers, but rather how best to use them.

Today’s social media influencers are plagued by an often-deserved unkind public perception. The notion 
of a professional influencer carries a connotation of paid messaging and is viewed by many as inherently 
disingenuous. This perception is exacerbated by the cacophony of phony messengers, celebrities, and 
would-be celebrities vying for attention for the sake of attention. Typically seen as an alternative to tradi-
tional marketing, the type of behaviour they are looking to influence is usually related to consumer buying 
habits. Factoring in the overall lack of regulation, procedures, or industry standards to measure return on 
investment, the job of an influencer—and, by extension, influencer marketing—appears to the layperson 
as a murky business.

The public’s natural distrust of influencers is probably only surpassed by the public’s natural distrust of the 
government. Simply put, a government is rarely viewed as a credible messenger. People seek truth from 
the government, to be sure, in form of transparency and accountability. However, the government is the 
last entity most individuals would want to yield influence over them. We surrender our sense of independ-
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ence and self to so many other influences, from soft-drink companies to clothing lines and big tech—a 
price many begrudgingly pay for a desired service, product, or lifestyle. But the moment people sense the 
government is looking to influence their behaviour, they run away. Most would not instinctively believe 
that a government agency is capable of any modicum of self-awareness either, which would be necessary 
for it to come across as more genuine.

Governments and influencers. If you put the two together, what could possibly go wrong? Could the ad-
dition of two negatives finally equal a net positive? Yet, if governments desire to change behaviours to 
advance their policy goals, there are few alternatives. And the more governments become increasingly 
data-driven to justify funding, the more huge followings of online influencers gain appeal.

However, taking a narrow view of today’s social media influencers skews the debate on how this type of 
partnership can be mutually beneficial. Ben Franklin was definitely not the first influencer successfully 
used by a government to secure a policy win. Reminding ourselves of the range of potential influencers 
is a positive first step to examining how governments can use influencers for good. Through centuries, 
governments have enlisted the help of scholars, journalists, scientists, athletes, artists of all stripes, busi-
ness executives and entrepreneurs, and other luminaries. These types of programs generally fall into the 
cultural realm of most public diplomacy efforts but are without question the primary form of partnership 
with an influencer.

This history of cultural diplomacy is instructive when considering whether to partner with influencers in 
the digital sphere. When governments look to influencers to add an element of authenticity to their mes-
saging, they would do well to begin by seeking out partnerships with influencers known for something 
other than being an influencer. It should be obvious—a voice that is famous for being famous will not add 
any depth or credibility to the conversation. This bad choice is often made exponentially worse when it 
is clear that the government is overtly pursuing partnership based on the race, ethnicity, orientation, or 
gender of the influencer. An influencer who is well-known first for their professional achievements will 
stand a much better chance of being viewed as believable and sincere, especially if the message they carry 
is somehow related to their field of expertise. The United States Department of State’s Speaker Program 
typically recruited the help of around 650 citizen experts per year in the pre-COVID times to engage audi-
ences around the world. Most of these travelled there for in-person trainings, workshops, or presentations. 
Similar programs are now common practice within the world’s foreign ministries, and the vast majority of 
foreign embassies around the world now carries a healthy slate of citizen programming.

These speaker programs point to the very core of why governments may consider partnering with in-
fluencers to begin with. Governments require these partnerships when they are no longer the credible 
messenger. The nature of public engagement is to advance our policy objectives. Yet we are faced with 
the reality that we are rarely the best messenger to advocate on our behalf. This is not necessarily a bad 
thing; it is simply a realization of the complexity of the issues we are working on and the communities we 
need to engage. Complexity surrounds us. Humans are complex. Communities are complex. Societies are 
complex. And the challenges we all face, both on communal and global levels, are all equally complex. To 
believe that any one entity—especially the one that happens to be a foreign government—could have all 
the answers is complete folly.

This credibility hurdle is further exacerbated when coupled with the policy that government messaging 
is designed to promote. A destination country is in no position to dissuade potential migrants from com-
ing to their country. An adversary cannot of its own accord discourage enemy sympathizers from joining 
forces against it. A rich country finds it difficult to ask a poor country to undertake a regimen of austerity 
measures for the good of regional stability. A country with a difficult history in a particular region will 
find it ever more difficult to message in support of stronger people-to-people or economic ties or more 
challenging issues, such as corruption or human rights. Yet these are common and critical policy objec-
tives that governments are tasked with pursuing daily. When their own efforts to successfully engage in 
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the pursuit of these goals fail, it is time to examine either the policy itself or the messaging practice. If it 
is found that the public engagement aspect is at fault, it can often be attributed to the lack of credibility 
of the messenger.

Practitioners exhaust untoward energy debating whether governments should be enlisting the help of 
influencers. The conversation generally takes place backwards. Rather than asking Should governments do 
this?, a better question is Does the assessment and program design process dictate using an intermediary mes-
senger?. The process must come first—assessing potential target audiences against strategic goals should 
shape both the message and the messenger. The first step should always be a planning and audience anal-
ysis process, which is to be detailed enough to guide the engagement design, and later its implementation. 
Asking whether to use an influencer at the onset is a recipe for arguing in circles. The practitioner’s task 
is to determine the right message for the right audience delivered at the right moment by the right mes-
senger. With all forms of public engagement, the final means will be determined last, as the best available 
option to achieve the intended results will emerge from the design process. Practitioners should allow 
their detailed analysis of the overall environment, audience identification, and what would potentially 
influence their behaviour to lead to the delivery mechanism for that message, not to mention the content 
of the message itself. 

Besides the need to focus on the process first, digital practitioners should remember that a single point 
of engagement is rarely decisive in changing behaviours. Even if a decision to utilize local influencers is 
made, it must be part of a broader engagement strategy. Integrated, sustained efforts with both offline 
and online elements are more likely to succeed than single-point engagements.

Furthermore, we should ask to what extent influencers actually influence. Academics Duncan Watts and 
Peter Dodds challenged the traditional assumptions about information flows and how they shape public 
opinion. Their findings were counterintuitive, suggesting that major influencers might not actually exist—
or perhaps their real influence is in fact significantly less powerful than perceived. The traditional view, in 
place since the 1940’s and 1950’s (and which still perseveres today as a base assumption underpinning the 
argument in favour of utilizing social media influencers) is the predominance of a two-step flow of influ-
ence. The prevailing theory is that people are more likely to be influenced by each other than directly by 
the media, with intermediaries adding an additional step in the information dissemination process. These 
intermediaries have become today’s influencers, whom governments seek to identify in support of their 
policies. Instead, Watts and Dodds (2007) believe in the rare existence of conditions required for an influ-
ential figure to directly trigger or sustain a mass ‘cascade’ of influence, thereby shaping public opinion. To 
them, influence flows from the easily persuaded to the easily persuaded and only becomes truly influential 
once a critical mass is met. In short, this is a case of the gullible leading the gullible, where influencers play 
a minor roll if distinguishable at all. In a wonderfully descriptive analogy, these information flows can be 
likened to a forest fire, where the size and scope of the fire has little to do with the spark that started it 
or the size of the tree that initially sustained it. The outside conditions that allow that fire to burn out of 
control is a greater determining factor as to how far the fire will burn.

It would be easy for communications professionals to be initially disheartened by this study, which mud-
dies the obvious pathways to waging influence and the role influencers could play to amplify messages and 
lead social change. Yet rather than causing discouragement, this perspective should add greater credence 
to the need to elevate the role of the planning process. If certain conditions are required for a campaign to 
be successful, practitioners had better check whether these conditions exist before expending substantial 
funding and resources on an influencer campaign.

Program designers can increase the odds of creating that spark to ignite a forest fire by instituting a strong 
assessment and design process, as well as by familiarizing themselves with some key principles from be-
havioural sciences. A study of tax compliance in Estonia examined how a message can be constructed 
based on the nudge theory, which resulted in a quantifiable increase in action taken by those that received 
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the message (Vainre et al., 2020). Direct applicability is characteristic also of the work of behaviour sci-
entists who are looking at how to design interventions to address implicit bias. Patricia Devine (Devine, 
Forscher, Austin and Cox, 2012) treats prejudice such as racism as a habit, thereby extrapolating a system-
atic methodology for eradicating racist behaviours. On a seemingly unrelated subject, Erica Chenoweth 
(Chenoweth and Stephan, 2011) examines why nonviolent campaigns to overthrow a government were 
substantially more effective than those that resorted to violence. Taken together, the implication is that 
whether it be altering behaviours in individuals or seeking broader societal change as extreme as regime 
change, the road to meaningful change is best accomplished through “active and sustained participation 
(Chenoweth, 2013).”

For the public diplomacy specialist and strategist—and, by extension, the digital practitioner—these stud-
ies should provide information on how to design meaningful campaigns that are more likely to succeed. 
The research demonstrates the need for the right conditions as well as active and sustained participation 
to achieve success. Even if the conditions are deemed to be ripe for mass influence, don’t just strike a 
single spark and consider it a job well-done. Build a system of fires at strategic points and pour as much 
accelerant on them as possible.

Failures also arise when governments stray from a strong design process. This goes back to the two things 
the public expects from their government when it comes to messaging: transparency and accountability. If 
a government cannot explain the process and underlying reasoning behind what it is attempting to do in 
enlisting the help of an influencer, it will certainly face a tidal wave of criticism, potentially more harmful 
than if it had attempted to deliver the message itself through traditional means.

An example from spring 2020 is illustrative—the municipal government of Minneapolis was outed for at-
tempting to contract influencers during the month leading up to the trial of police officer Derek Chauvin 
for the killing of George Floyd. Given the charged atmosphere in the city, the global attention the case gar-
nered, and the city’s desire to maintain calm, it is understandable that the city would seek help to engage 
the affected communities and speak to the wide-spread interest. The program was actually quite small, 
especially with regard to the size of the overall engagement plan, which cost the city nearly $70,000. The 
city intended to pay $2,000 a piece to six social media influencers over the course of the trial.

On the surface, the Minneapolis plan appears to be a well thought out effort, combining civic engagement 
and traditional media campaigns alongside the social media influencer program. Partnering with commu-
nity leaders and civil society organizations to build linkages with disadvantaged communities is exactly 
what the Minneapolis government should have been doing. The influencer messaging was intended to 
compliment beefed-up efforts on the radio. (Levenson, 2021) 

There was a number of missing elements from the plan, however, not least of which was a near complete 
lack of an engagement plan in the previous ten months after the murder and leading up to the trial. It is in-
credibly difficult to build on or integrate a messaging campaign with an overall engagement program that 
does not exist. At the time when the influencer plan came to light, there was no immediate track record 
of policy or practice that the public could readily identify with. Lastly, and in the government’s own words, 
the idea was for the influencers to simply disseminate “city-generated and approved messages (Winter, 
2021).” That is by no means an attempt to inspire authenticity in a messaging campaign.

The public reaction to the plan was immensely negative, and the city eventually scrapped the idea (Vigdor, 
2021). Needless to say, even if the plan had gone forward, the city would not have achieved any level of le-
gitimacy in its communications to the city’s population. There was no discernible element of transparency 
or accountability in the development, roll-out, or implementation of the plan.

Minneapolis officials made a grievous and predictable error. Government–influencer partnerships are 
most successful when there is history of doing so—both in practice and in terms of their relationship with 
influencers themselves. Waiting until the eve of one of the most momentous moments in recent history to 
pay influencers to help parrot a government talking point will lead to predictable and calamitous results. 
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At best, it will be perceived as a poorly managed program organized by inexperienced officials learning on 
the job. At worst, it will be seen as tokenism, waving a hand at a runaway train.

The United States faced a similarly daunting challenge in the aftermath of the September 11, 2001 attacks 
on New York City and Washington, DC. Asking Why do they hate us? and believing that the root cause of 
the attacks was a lack of mutual understanding, the State Department embarked on a massive campaign 
to engage Middle Eastern and Muslim audiences around the world. The global effort included a $15-mil-
lion-dollar ad campaign coupled with approximately 1,600 citizen expert speaker programs in the year 
following the attacks. But the programs were not even designed to address the problem. Over a half of 
them were on topics related to “American life and values,” as opposed to the pressing policy objectives 
of counterterrorism or promoting peace. One survey of outreach programs addressing Muslim countries 
showed that less than 6% of them could be directly related to any policy goal. Designed to engage in more 
approachable subjects, the program’s ultimate impact was the perception that America was “‘dumbing 
down’ our outreach to Muslim peoples (Satloff, 2002).”

Perhaps attempting to be a little too self-aware, the State Department went too far in its effort to appear 
as a credible messenger. The Department sought to tangibly demonstrate cultural values of freedom of 
expression—even with hired presenters speaking on the government’s dime—by purposefully turning cit-
izen experts with opposing viewpoints loose on target audiences. By sending primarily critical voices into 
the field, the program merely reinforced a lot of the anti-Americanism rampant among many in the focus 
population. Here, the policy was at complete odds with the engagement plan, leading to the wrong mes-
sengers sending the wrong messages.

At the opposite end of the spectrum, one example of a government successfully partnering with social 
media influencers is the UK government’s drive to increase public enrolment in a contract tracing program 
to help curb the COVID-19 pandemic. The UK turned to social media influencers to nudge people to enrol 
in the program after the initial campaign was falling just short of the stated impact goals. 

There are a number of stark differences between the success of the UK program compared to the one of 
Minneapolis. The influencer campaign was integrated into a broader media strategy that included all forms 
of traditional outlets, from press to radio and television. The government paid 42 influencers on a sliding 
scale based on the size of their audiences, which ranged from around 9,000 followers to over a million and 
a half. Speaking on the campaign, a government spokesperson responded that the government had sought 
out specific “key micro and macro influencers to reach young adults on a channel they regularly engage 
with (Osborne, 2020).” What is obvious is the deliberate approach of UK digital practitioners to the design 
of their program, enlisting the support of influencers that they knew would be seen as credible, based on 
a clearly defined target audience analysis. The influencers they employed were to reach a very specific 
segment of the population that would otherwise be missed by other aspects of their campaign. It is clear 
that the audience analysis was driving the influencer program.

What set the UK campaign apart, however, was the transparency with which it was conducted. As per 
UK law, influencers must disclose if they are paid to post something using the hashtag #ad or something 
similar. There is no sign that UK officials muzzled the influencers by directing their content, other than 
asking them to use coordinated hashtags. In addition, the government made public a list of the influencers 
used and the amount paid for their services. While the contract tracing program has since become contro-
versial for other reasons, the influencer program itself was never the story and was a critical component 
of the government’s goal to “help ensure the public has the information it needs.” The government even 
estimates that the campaign reached over 7 million people who would otherwise not have been engaged. 
(Bolat, 2020)

A quick critique of this comparison of the Minneapolis and UK examples will point to the charged atmo-
sphere in the wake of the Floyd murder. However, this is not enough to explain the gap in success between 
the two programs. There are other key differences. The UK government was clearly looking for a better 
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means to inform on a critical health initiative during a pandemic. Minneapolis was in a bad position of its 
own making and attempted to pay messengers to make it look better—without the accompanying and nec-
essary change of policy. Generating a more positive image, which is what Minneapolis wanted to do, is not 
in itself a valid policy objective. Furthermore, it was relatively easier for the UK government to shift gears 
to build upon a program that already existed and was doing well, but not well enough. In contrast, there 
was no discernible link between what Minneapolis was trying to do and what came before. No amount 
of influencer help can hope to overcome the deafening silence and missteps of the previous ten months. 
There are cases of too little, too late, and then there is Minneapolis.

The above case studies do point to the aspect of independence and risk that inherently exist in govern-
ment and influencer partnerships. Just because a government hires someone to do a job, this does not 
mean that they are a government agent. First, if the influencer was expected to act as a government agent, 
the whole exercise could be accomplished in-house, for significantly less money, by actual government 
agents. Most importantly, seeking to control an influencer transfers the lack of credibility of the govern-
ment to that influencer, defeating the entire purpose. Hamstringing an influencer with prepared content 
and overly prepared talking points undermines the point of using an independent influencer. Yet giving 
an influencer complete carte blanche can be a risk that is a bridge too far for the typical stuffed-shirted 
bureaucrat. Government officials should remember that an influencer’s independence is the foundation 
of their credibility. Knowing that merely entering into a partnership with a government agency will erode 
that credibility, we must be aware that this is a relationship that must be handled with care and openness.

The importance of transparency and accountability cannot be overstated. On the one hand, an open ap-
proach can help avoid the visceral public response witnessed in Minneapolis. But taken further, we should 
understand that hiring intermediaries is a common strategy employed by state sponsors of disinformation, 
whereby foreign governments use in-country influencers. For the malign actor, the goal is to push content 
in order to sow discord that is indistinguishable from local discourse. These countries have learned how to 
leverage influencers to add a sense of authenticity to subversive content. When these types of countries or 
entities pay for messaging, their efforts can be readily identified as an attempt to propagandize. 

To wit, it is imperative that the goal of enlisting influencer support is not to disguise one’s own influence. 
This is an ethical consideration that separates public engagement designed to inform from malicious in-
tent. Given the natural distrust in both government and influencers, practitioners need to get ahead of 
this narrative in the early stages of the implementation phase. Any attempt to obscure the relationship or 
even the mere lack of effort to be as transparent as possible will be construed as malpractice. A common 
tactic employed by purveyors of disinformation is to use an intermediary to reach the intermediary, and 
there are a number of companies that specialize in this type of activity. These are best to avoid at all costs.

Some countries have passed legislation to combat disinformation and ensure consumers are informed 
about the entities bidding to influence them. It is particularly important to be aware of these legal frame-
works and requirements when working with influencers in foreign environments. The UK mandate for 
influencers to disclose when a post brings them profit is one example. In the United States, the Federal 
Trade Commission (FTC) has also mandated regulations with regard to the disclosure of contracted ser-
vices. Despite the rarity in execution, foreign implementers should be aware of local regulations, as failure 
to comply may in turn influence public and official perception of the influencer relationship.

Given that the public perception is inherently sceptical of government messaging efforts, skirting the 
ethics question lends itself to easy allegations of peddling malign influence or disinformation. This will 
undoubtedly result in a lack of receptiveness to the message, or worse, provide fodder for counter-messag-
ing campaigns. Adherence to higher ethical standards and established legal frameworks is what separates 
the malign from the benign, a campaign to inform and influence positively from an attempt to manipulate 
and propagandize. As scepticism continues to rise, process fouls will automatically spoil the value of any 
message. This elevates the ethics of the profession beyond simply what is right. Maintaining strong ethical 
standards is an essential element to designing a successful engagement strategy.
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In summary, before proceeding with a social media influencer program, the following questions 
should be evaluated to achieve the best results:

• What policy does this program support?

• What challenges prevent this policy from taking hold? What problem is this policy seeking to fix?

• What are the advantages for the society if this policy is successful?

• What action is required for this policy to be successful?

• Who needs to take that action?

•  What prevents these individuals from taking that action? What message do they need to hear to 
spur them to action?

• Where can these individuals be found? What platforms do they engage on?

• What messengers are seen as credible by these individuals or communities on this issue?

By taking these questions into consideration, public engagement practitioners and strategists will be bet-
ter equipped to design successful social media influencer campaigns. These answers will guide the plan-
ning process and identify the key audiences required to achieve a specific policy objective. If these ques-
tions are satisfactorily answered and all signs point to enlisting the help of a social media influencer, then, 
by all means, go! Send in influencers!

Franklin was not the spark that led to the War of Independence, but perhaps he was the first burning tree 
that sustained the revolution. Through him, the spark that set off the rebellion was allowed to grow—an 
unmistakable turning point in United States history. When Franklin was initially dispatched to France, 
there was little hope that spark would become a blaze. Franklin helped set the conditions for success, and 
the rest is history. 

As government public engagement professionals, we are often tasked with the impossible. But impossible 
odds need not equate with predictable failure. By implementing strong planning processes and working 
within established ethical and legal frameworks, governments can partner with social media influencers to 
inform and better engage key audiences. If done right, the possibilities are actually far greater and more 
profound. A spark in the ocean will never start a forest fire. Practitioners must first assess the environment 
to ensure the conditions are right before striking the first match. And for those who find themselves in the 
middle of the ocean, starting a forest fire simply cannot be the end goal. Instead, find the right pebble—
and start a tsunami.
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ABSTRACT
The role of a communications manager today is daunting. Navigating the digital landscape with com-
petence and confidence is not easy. However, success in digital diplomacy is not merely an aspira-
tion—it can be your reality, that is, if you take action. 

The framework presented by Joanne Sweeney in this chapter provides communications profession-
als working in the government and public sector with a proven and flexible method, which can be 
applied to your agency, campaigns, and audiences. 

Digital transformation for public sector marketing pros is about combining traditional skills with 
new technology to reflect online citizen behaviour.

Joanne says the real currency of digital diplomacy lies in the ability of communications professionals 
to change citizen behaviour—shifting from apathy to interest, from inaction to action, and from cyn-
icism to support. This must be done with sincerity and with a citizen-first mindset.

So how can you achieve this in practice?

Step into the shoes of your citizens and be prepared to fully embrace the fourth industrial revolution. 
The Digital Age is developing faster than any other revolution that broke out before us—so much so 
that legislation, skills, work practices, and organisational policies cannot keep up. 

It is the age in which our voices have got louder (social media), our demands have grown more in-
tense (smartphone), and our curiosity has deepened (search). 

The S3 Age (search, social, and smartphone) has transformed human interactions and ideologies, and 
it ultimately influences how we behave.

This chapter will demystify digital diplomacy and the art of online success. 
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How to Attract Attention, Engage Target Audiences, and Build Public Trust 

Step into the shoes of your citizens and be prepared to fully embrace the fourth industrial revolution. The 
Digital Age is developing faster than any other revolution that broke out before us—so much so that legis-
lation, skills, work practices, and organisational policies cannot keep up. 

It is the age in which our voices have got louder (social media), our demands have grown more intense 
(smartphone), and our curiosity has deepened (search). 

The S3 Age (search, social, and smartphone) has transformed human interactions and ideologies, and it 
ultimately influences how we behave.

Digital transformation in the government and public sector shakes up traditional work practices, challeng-
es leadership’s personal bias, and re-frames the fundamental premise of “in the public interest.” Add in a 
global pandemic, and you have no choice but to rethink digital diplomacy in a world where there are more 
people using social media than not. 

The public interest, previously dictated by civil and public servants, politicians, and policy makers, is in-
creasingly in the hands of the people—those that governments are there to serve.

So how do you navigate a changing communications landscape with confidence and conviction, truly serv-
ing the people of your city, state, country, or union? 

“Digital transformation starts and ends with your 
communications.”
When embarking on a new path of digital diplomacy, you must accept that day-to-day operations won’t 
stop, so it can be challenging to find the time and even mental bandwidth and tenacity to keep the wheels 
of change in motion. However, if you are not evolving your communications function, you are slipping 
down the hill into a place that will feel like the year 1999, such is the speed of digital change right now. 

Let me point out that the team that you have right now probably comprises instinctive communicators, 
experienced marketers, and persons intuitive to the needs of your government department, public sector 
agency, law enforcement agency, or political party. So, let’s not fire the team! Your team are going to be 
the driving force, the shoulders to the wheel, the heart and soul of transformation, so the first task is to 
empower them to be the change you want to see in your organisation. 

I’ve set the scene of how to approach transformation, but let’s talk about changing the world around us. 
The news cycle is no longer controlled by top-of-the-hour bulletins or print deadlines. Always-on media is 
being driven by the smartphone revolution and the incessant desire for ‘right-now’ information satisfac-
tion. The combined challenge to serve a 24/7 media and public requires a shared communications service 
with shared objectives. The insatiable attraction of six-figure numbers means that we have lost a sense of 
tracking real individuals while ensuring we are having meaningful conversations.

The vastness of a communication manager’s remit today is daunting. In fact, there are roles in this disci-
pline that didn’t exist even five years ago, and I predict that new positions will be created in the next five 
years, which will dominate digital diplomacy and be centred on the use of artificial intelligence (AI). 

What is Success Online?
The real battle online is for attention. Once you have the attention of the public, then it is up to you to 
emotionally engage with a particular citizen base. This is achieved by creating and publishing content that 
is relevant and that resonates with them. I describe it as “just like me storytelling.” The ultimate goal of 
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conversion is public trust, and this is the real currency of digital diplomacy. 

The roadmap that follows is your step-by-step guide on how to build a successful digital campaign. This 
framework has been used by me, my clients, and students on thousands of campaigns, and if you take 
action, you too can get results. 

It is important to stress, however, that digital campaign management must be driven by a willingness to 
listen to the public. If your campaign is to ‘push’ information, ideas, or ideologies onto audience segments 
from a place of self-centredness, then you are likely to fail. Successful digital campaigns are built on an 
ethos of public-first, citizen-first, cause-first strategies.

Bring Your Communications into the Digital Age 
There are seven core goals of digital diplomacy and public sector marketing, and this chapter will help you 
achieve each of these:
1. build public trust, 
2. generate citizen engagement,
3.  motivate the public to take specific action based on factual information, 
4. communicate real-time public interest messages,
5. manage online reputation,
6.  disrupt the spread of misinformation, and 
7. build a community of advocates.

Mindset Reflects Actions and Drives Intended Results 
‘Digital snobbery’ is a term I coined to describe the gap between knowing the role digital plays in modern 
marketing and communications and the willingness of key players to fully embrace the Digital Age. 

Before starting out to develop your digital campaign, assess the mindset and any bias towards digital 
communications within the team. In my experience, personal bias of social media and digital channels can 
negatively impact campaigns within the world of the public sector, policies, governments, politics, and ad-
vocacy. A senior leader or communications manager that has a negative attitude towards the use of social 
media will bring that bias into the decision-making process regarding campaigns for their agency. 

So, with an intention of engaging online, backed by a bias of digital snobbery, you are expecting results 
which may be underwhelming. The first step therefore is to establish the value that digital communica-
tions can bring to your campaign and agree that best-practice strategies will be deployed. I always ask my 
clients to leave their bias as the door of decision-making! 

“Leaders with ‘digital snobbery’ will hurt their organisations beyond repair.”

The framework in this chapter provides you with a proven and flexible method, allowing you to customise 
every step to suit your agency and audience. With each step, you can align actions to your own agency’s 
messaging; however, don’t deviate too much from the strategy, but customise your content and focus on 
audience’s needs instead. 
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The S3 Framework for Public Engagement 
You will capture the attention of your ideal audience by leveraging the S3 framework—search and social 
media marketing with content optimised for a smartphone. This framework has been published in my book 
Public Sector Marketing Pro and reviewed by a senior Facebook executive working with government and 
public sector agencies.

Elul Rifman participated in a virtual meeting with government officials, who were writing an internal pam-
phlet about digital communications for government agencies. 

Here’s his serendipity moment. 

“I’m not sure how this happened—as I wasn’t supposed to be the one around the table to preach about 
it—but I found myself arguing that government entities can’t settle for paid media campaigns only as they 
deliver their messages. I wish I had this quote in my pocket:

‘Social media serves not just your organisation, but also the public interest. You have responsibility to 
leverage the channels to reach key audiences and deliver important messages. I challenge you, senior lead-
ers and marketing and communications pros, to put the needs of the public ahead of your own personal 
bias or the reluctance around social media.’ (p. 42, Public Sector Marketing Pro)”

The Public Sector Digital Marketing Funnel 
Digital marketing for the public sector and for those involved in diplomacy takes a different form to the 
one of digital marketing for businesses. The instinct and experience of public sector pros is as relevant 
today as it was 10 years ago. What I am preaching is the 10% of what you need to be successful online—the 
digital communications element. 

“Digital transformation for public sector marketing pros is about combining traditional 
skills with new technology to reflect online citizen behaviour.”

By using the public sector digital marketing funnel approach, you will be able to map out your campaign 
plan. 

ADVOCACY

RELATIONSHIP

ACTION

CONSIDERATION

DISCOVERY

DISCOVERY
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The real currency of digital marketing for the government and public sector lies in your ability to change 
citizen behaviour—shifting from apathy to interest, inaction to action, and cynicism to support. So, how 
can you achieve this from a digital communications perspective? Well, it’s all about the citizen journey or 
the public sector digital marketing funnel. 

This funnel model is a visual representation of how organisations attract and retain citizens with digital 
marketing tactics. 
Awareness: At this stage of the funnel, the audience at large is becoming aware of your campaign or mes-
saging. Social media and search marketing are driving this brand awareness. 
Discovery: Moving down the funnel, citizens are discovering more about what you are saying. Conversa-
tional content, such as video marketing and blogs, drives this engagement. 
Consideration: Now that the audience is going deeper into your funnel and engaging with your content 
for a longer period of time, they are considering what you have to say and whether they will respond to 
your call to action. 
Action: This is the sweet spot of the funnel, where the citizen knows, likes, and trusts you, and has taken 
action or had a conversion on one of your online channels. 
Relationship: A digital relationship has been established, and the citizen is probably in your email data-
base and hears from you on a regular basis. 
Advocacy: True online advocates are those who share your content and are willing to recommend you and 
your organisation to their peers online. They are very influential and should be nurtured. 

Setting Your Campaign Up for Digital Success 
There are seven steps in the digital campaign method, and to ensure success, action each of these steps 
in a sequential order. 
1. audit 
2. goal setting
3. audience 
4. channels
5. messaging
6. tactics 
7. measurement 
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STEP #1 DIGITAL AUDIT: Establish your current digital position
It’s important to understand your current performance online across all your digital channels. Depending 
on how long your campaign is due to run, it is useful to consider this time frame for your audit. Good rules 
of thumb are 30 days, 60 days, or 90 days. This will help when setting goals and measuring the success of 
your campaign at the end. 

First, audit your social media performance benchmark by source using the metrics below. These metrics 
are available for each social network. You can also use third-party tools, such as Social Insider or FanPage 
Karma, or your own social media management tools, such as AgoraPulse, Hootsuite, or Falcon. 

Social  
network Fans Engagement Growth

No. of 
posts

Reach, 
impressions

Total reactions, 
comments, 

shares

Account name 
[hyperlink]

Total 
 followers

Total number of 
interactions your 
content receives, 
divided by your 
total number of 
followers, multi-

plied by 100%
 

Number 
of new fol-

lowers

Total 
number of 
posts pub-

lished

Reach = total num-
ber of people who 
see your content
Impressions = the 
number of times 
your content is 

displayed, no mat-
ter if it was clicked 

or not

Total actions 
taken by social 
media users in 
connection to 
your content 

Website Traffic Benchmark 

The table below captures your average 30-day website performance metrics. This data is accessible via 
Google Analytics. Insert the metrics into the column on the right. 

Sessions Total number of visits to your website 

Unique users Total number of unique visitors

Sessions per user Total combined sessions by all visitors

Pages per session Average number of pages viewed on your website per unique session by a vis-
itor 

Pageviews Cumulative number of pages viewed in a selected time frame 

Average session duration Average amount of time spent by website visitors during each session 

Bounce rate Percentage of website visitors that exit your site without viewing a second 
page

Acquisition How you acquire visitors to your website, i.e. organic search, direct approach 
(searches for your organisation name), social media, referral (via third party 
websites, email campaigns, banner ads) 

Demographics Age, gender, location of visitors to your website

Device Type of device used to access your website, i.e. desktop, tablet, smartphone 

Location Geographic location of visitors to your website 

Top pages Most viewed individual web pages on your website in a selected time frame 

Top 10 keywords Top keywords used and searched on Google to find your website 
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Email Marketing Database and Performance 

Building up a database of members of the public, stakeholders, partners, funders, and other organisations 
is key in your digital communications ecosystem. These are the individuals who have expressed a wish to 
hear from you and an intention to read and act based on the nature of your email marketing. 

So, at the audit stage, document the following metrics. 

Metrics Performance 

Database Total number of permission-based email contacts in your database 

Segmentation Total number of audience categories (remember, people subscribe based on 
different interests) 
Segmentation of total database, e.g. funders, subscribers to blog, X cam-
paign supporters, Y campaign supporters 

Frequency How often you send email marketing communications 

Open rate The number of emails that recipients actually opened from a given cam-
paign, divided by the number of emails that were delivered; multiply the 
result by 100 to get your open rate

Bounce rate The number of emails that bounce (don’t deliver)

Click-through-rate The number of clicks a link received, divided by emails sent, and multiplied 
by 100

Subscribe/unsubscribe rate The number of new subscribers and unsubscribers, which gives you your net 
subscriber rate 

BONUS

So, what is a good engagement rate?

Facebook 
• Engagement rate above 1% is good.
• 0.5%–0.99% is average.
•  Below 0.5% engagement likely means that you 

need to revisit your content and messaging to 
align them with the needs of your audience. 

Instagram 
•  The average Instagram account has an engage-

ment rate of 3%. 
•  Any engagement rate above that, combined 

with a high number of followers, suggests that 
you are an influencer amongst your peers.

LinkedIn
•  A 2% LinkedIn engagement rate is considered 

good.
• Anything above 2% is great.

Twitter
•  An engagement rate be-

tween 0.09% and 0.33% is considered to be 
high—an influencer would expect 9–33 reactions 
for every 1000 followers on Twitter. 

•  An engagement rate between 0.33% and 1% is 
considered to be very high, with reactions ex-
pected to be between 33 and 100 for every 1000 
Twitter followers.

Pinterest 
• The average pin is repinned 11 times.
• 80% of all pins are repins.
•  It takes a pin 3.5 months to get 50% of its en-

gagement.
•  This means a pin can, on average, live for seven 

months.
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STEP #2 GOAL SETTING: Campaign goals and key performance indicators

Goal setting is crucial to a successful digital campaign. A common goal-setting framework is the SMART 
method. 
• Specific: Your goals should be clear, simple, and defined.
• Measurable: This is where analytics come in. You want a goal that has one or more metrics.
• Achievable: Is it achievable or is it not possible within your resources?
• Realistic: With your current resources of time and money, is it possible to achieve your goals?
• Time-sensitive: Every goal needs a time frame, whether it’s one year or several months.

We set out priority goals of our campaign with associated key performance indicators below (KPIs). KPIs 
allow us to measure success. In the table below, I provide an example of campaign goals and relevant KPIs.

Goal KPI  

Awareness of Campaign X Social media reach/impressions (add +25% based on average weekly 
reach above)
Social media engagement rate (0.5% on Facebook and Twitter; 2.5% on 
Instagram)
Website key metrics improved +20%

PR (internal and external) 100 media mentions (radio, TV, press, web)
1,200 online mentions
40% of staff engaged (320)

Newsletter subscribers +400 subscribers 

Campaign participants 5,000

User-generated content 10% (500) 

Fundraising amount €100,000

ROI on paid for advertising Cost per click €0.07
Video view €0.03
Post engagement €0.07
Cost per lead €6.50

STEP #3 AUDIENCE: Be clear on who you want to reach and engage without targeting 
everyone 

In order to craft messages that engage target audiences, you must segment your community and develop 
relevant messages. Your audiences can be segmented in terms of the following factors: 
• interest,
• behaviour,
• age, gender, location,
• influence, prominence.
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EXAMPLE

People interested in finding out more about long COVID—long COVID is therefore the shared interest, 
people’s behaviour is searching for more online information and posting about it asking others for advice; 
and in this case, age, gender, and location may be less relevant. 

In the example below, the campaign around COVID-19 is presented.

Audience Messaging 

Affected families Honour your family member 

Previous fundraisers You did it last year, will you do it this year? 

Activity seekers Are you up for our challenge?

Corporates Will your staff walk together to make a difference?

Ambassadors Help give voice to those who need your help 

Staff So many ways to get involved 

Advocates Have you got personal experience?

Volunteers Your support makes a difference—here’s how

Media Numbers of people diagnosed with long COVID-19 have increased, here’s why

Subject-matter expert Share your knowledge with us 

STEP #4 CHANNELS: Where is your audience navigating online?
The table below illustrates various digital channels available to you, along with the specific strategies 
you can deploy, and, finally, the tactics relevant to each channel. Customise this table to match your own 
campaign. 

Channel Strategy Tactics

Website Landing page 
Blog posts

Funnel created to get people from search/so-
cial/PPC/email to the landing page

Social media Weekly posting schedule for:
Facebook
Instagram 
Twitter
LinkedIn
YouTube

Livestream
Stories
Native videos (long-form/short-form)
Graphics
Carousels
Photos
Hashtags
Web links

Email Segment databases according to 
audience personas

Email schedule 
Post-campaign follow-up 

WhatsApp
Text

Staff
Volunteers
Groups 

Direct and specific calls to action 

Social ads Ads to target each persona with 
relevant copy and creative 

Launch ad campaigns for reach, engagement, 
link clicks, video views, lead generation, web-
site conversion 

Podcast Campaign series Series of podcast episodes dedicated to your 
campaign theme 
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STEP #5 MESSAGING: Your content strategy and pillar messages 
Your content strategy will have a calendar to ensure your consistency, and it should promote conversation 
with your target audiences. If the content resonates with them, this will result in conversion. Here is a 
sample approach to your content plan over a 10-week period.

Week 1– Announcement / build buzz
Week 2 – What this is all about / specific details 
Week 3 – Get involved / CTA for each target audience 
Week 4 – Here’s how your support makes a difference
Week 5 – Tips to get involved 
Week 6 – Reminder of closing date / deadline
Week 7 – Specifics that you need to know 
Week 8 – It’s time to take action 
Week 9 – Thank you 
Week 10 – Get a reminder for our next campaign 

We need to plan four key calendars. We will be consistent in our content posts (long-form and short-form). 
We will engage our followers in conversation, and we will signpost them to get involved. Our content will 
help convert people to one or more of our calls to action. 

10-week calendar – 
what topics we need to 

cover each week; prepare 
long-form content

Daily calendar –
 execute daily posting

schedule

Real-time posts/
engagement – 

respond to public comments 
and messages/posts that are 

relevant today

Weekly calendar – 
topic matched to audience 

persona; repurpose and 
schedule content

Content
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BONUS Campaign Hashtags 

Choose a specific campaign hashtag that is unique. Support that hashtag with a series of topic hashtags 
related to your campaign. Topic hashtags can be sourced using http://best-hashtags.com/. 

Team Roles and Responsibilities 

Task Description  Staff/Volunteer

Website landing page  

Content creation – graphic design 

Content creation – video 

Content creation – audiogram/podcast

Content creation – blog post

Press and media 

Social media management 

Email marketing 

PPC advertising 

Text/WhatsApp Management 

Volunteer liaison 

Stakeholder liaison 

Postal campaign 

Reporting/data insights 

Final campaign report

#STEP 6 MEASUREMENT: Your final performance metrics report 
We have identified which digital metrics will be measured in our monthly, quarterly, and annual reports as 
a way of analysing KPIs. 

• weekly – review top content, high-level metrics, KPIs
• monthly – export metrics from all social networks, website, email 
• quarterly – deep dive into trends/opportunities
• annual – audit and recommendations
• campaign – hashtag, content, reach, engagement, video views 
• advertising – cost per result, reach, engagement, video views, relevance score, click-through-rate
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Social media Email  
marketing 

Website Video Hashtag/
Twitter 
chat 

Podcasts Webinars/ 
livestreams

Followers/connec-
tions/subscribers

Reach/impressions

Engagement rate

Post interaction

Total comments, 
likes, shares

Growth 

Video views

Top performing 
content 

Facebook Ad value 
(Facebook only)

Profile views

Device: mobile, 
tablet, desktop

Open rate: how 
many people 
opened as a % of 
total emails sent 

Click-through 
rate: % of people 
that clicked on 
links and number 
of links clicked in 
an email

Number of new 
subscribers/

unsubscribers 

List total: growth 
month-to-month 

Bounce rate: % 
that didn’t deliver 

Sessions

Users 

Sessions 
per user

Pageviews

Pages per 
session 

Dwell time

New V 
returning 

Gender, 
age, loca-
tion

Top pages 
viewed 

Device

Bounce 
rate

Total videos

Video 
views 

View 
through 
rate 

Livestream 
views 

Replay of 
livestream 
views 

Likes, 
comments, 
shares

Top video 
content

Trending 
position 

Reach/

impressions

Top influ-
encers

Top ac-
counts 

Total 
tweets 

Top tweets

Top media 
tweet

Subscribers

Downloads

Total listens 

Ratings

Reviews

No of epi-
sodes

Subscribers

Live partici-
pants 

No of webinars 

Topic

Feedback 

Digital Disruption: Step into Your Customer’s Shoes, Be in Their 
Moments 
But what is disruption in digital communications? Quite simply, it’s closing the circle of your customer di-
alogue. The smartphone has changed the world, but more than that, it has changed human behaviour. We 
look at it 2617 times a day, seeking answers to our biggest and smallest problems.

Organisations need to ask themselves: “Are we there to answer and to engage the public?”

Digital transformation from a communications perspective is simply about having a 360-degree conversa-
tion with your customers, prospects, colleagues, or whomever the target audience may be. The age of the 
internet has given everyone a voice, but it has turned the tables of power. Seated now at the top of the 
table are prosumers, active consumers with a new-found voice they are ready to use at any opportunity. 

The citizen experience is the cog in the wheel of digital transformation. Social media has created engageg-
ment-ready customers seeking real-time relationships with companies of every kind. Sitting sideways on 
the same seat are the goliaths of the internet—search, social, and video—controlled by Google, Facebook, 
TikTok, and YouTube. So, if you want to take your seat at this digital dinner table, then you better sing for 
your supper. 
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Fail to disrupt, prepare to be disrupted—10 tips to prepare for Digital Transformation.
Give your organisation a sporting chance with digital transformation. Here’s my top 10 tips to prepare for 
the biggest revolution in the modern age. 

1. You, not me  
Remember who’s at the top of the table? Your customer. They expect you to serve up exactly what they 
want, when and where they need it. 
2. Mobile gives you digital mobility  
The smartphone life in my pocket (or handbag) lifestyle has reformed personal behaviour, including the 
consumption of content and the speed of purchasing decisions. 
3. Agility is a head start  
If you’ve been training in the digital gym and flexing your transformation muscles, then you’re ready to 
make changes. Agility is key ingredient to impactful reform. 
4. Knowledge is currency in the Digital Age  
Those with the know-how control the internet. The fake news explosion happened because those en-
gaged in it had a shrewd knowledge of how to rank, optimise, and target. Knowledge is power in the Dig-
ital Age.
5. Small changes amass big wins
Implementing best practice across all digital channels pays off. A simple open-graph implementation on 
your website will ignite new traffic sources, while the use of social pixel tracking will help you build cus-
tom audiences.
6. Social storytelling, please  
Our brains are more than three times more likely to remember stories than just facts and figures alone. 
Use stories to trigger conversations that lead to engagement and conversions.
7. Open the parachute and jump  
Don’t wait for perfection, you have to jump in to see what needs to be improved, and taking action will 
pay off.
8. Be different, be you 
The brand or voice you have built up until now is the one that needs to be amplified with digital commu-
nications. But keep the personalization and the differentiation, because in an age where the internet will 
have expanded five times by 2020, uniqueness will pay off.
9. Transform with purpose  
Transform because of your ‘why’ not because you feel pressured. The purpose of your digital journey, 
ultimately, to benefit your customer will keep you focused and motivated. 
10. Stick with it  
Change is constant, digital change is rapid. This is not a sudden re-direction we are taking—we are on a 
new road.
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Ready, Steady, Act
Digital transformation is taking place across all facets of public life. It’s not a case of ‘if we’ embrace digital 
transformation in the public sector—the reality is that conversations should now be held about ‘what steps 
do we need to take to thrive online?’ 

The public sector, government, and diplomatic communications are now firmly in the hands of the public 
as their online voice influences the media, governments, and, of course, each other. The days of using the 
media as a buffer are over. Citizen journalists, whether we like it or not, are power brokers.

Our lives are changing, and they are changing fast—so are the ways we communicate with each other. 
Google has pointed out that the COVID-19 pandemic has resulted in a decade’s worth of digital transfor-
mation in just 12 months. 

This means that the old ways of engaging with the public are becoming increasingly out-of-date. But is the 
public sector able to adapt, and more importantly, is it willing to? That’s the biggest challenge facing your 
organisation today.
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COMMUNICATIONS: 
LESSONS LEARNED FROM 
THE COVID-19 PANDEMIC
Ilija Zhupanoski, Digital Communications Advisor to the Prime Minister of North Macedonia 
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ABSTRACT
The scale of Covid-19 crisis requires a new, globally-coordinated governmental response. As with 
any other crisis of life-threatening consequences, throughout the Covid-19 pandemic, people turn to 
their governments, expecting critical services, but also trustworthy and rapid information about the 
crisis and how to protect themselves.

Ever since the World Health Organization declared a global pandemic with Covid-19 in early 2020, 
the world as we know it has turned upside down, with millions of people getting infected, dying 
or suffering long-haul effects after being infected with the SARS-CoV-2 virus. Hospitals were over-
whelmed, some businesses had to shut down operations, leaving many unemployed, and govern-
ments across the world started mandating use of masks (face coverings), both indoors and outdoors, 
in an effort to supress further spread

At the time of writing this article, i.e. year and a half into the global pandemic, the virus has infected 
219 million people and claimed the lives of 4.55 million of them. Despite the fact that a number of 
vaccines are readily available and approved for more than eight to ten months now and people start-
ed receiving a third, booster dose, with the fall season approaching fast, the numbers are spiking 
again due to the delta variant even in countries marked by vaccination coverage of above 40% of 
their respective population, and are likely to result in another round of restrictions. In all their right, 
people are physically and mentally exhausted, and no authority can predict, with any certainty, how 
and when the crisis will end.

Key features of the ongoing public health crisis concern self-isolation and prohibited grouping of 
people as most effective prevention measures against infection spread. On that account, many busi-
nesses suffered great losses, have closed shops, international flying was paused for significant peri-
od of time during 2020, as well as dining out, going to the movies, etc. Where adjustments were pos-
sible, the companies, organizations and institutions requested their employees to work from home. 

A silver lining in all this could be seen in the fact that the pandemic takes place at the time of high-
ly advanced digitalization, allowing many industries to continue their operation under downscaled 
or even under same pace and volume of work. Availability of a multitude of digital communication 
tools and people being accustomed to their use are of great service in coping with the crisis, having 
in mind the ginormous quantity of data being delivered to citizens on day-to-day basis. Just imagine 
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how the handling of the crisis would have looked 20+ years ago when video communication plat-
forms and social media, readily available nowadays, did not exist. In all likelihood, we would have 
been closed at home for months at an end, seated in front of TV screens awaiting the evening news; 
we would have communicated via telephone; the education process would have been discontinued 
indefinitely; and different industries would have suffered much greater losses than those they are 
braving through today, given the inability to transfer their operations online. 

In spite of unprecedented progress, with vaccination rates going up and infection rates going down, 
the pandemic is not over yet. In its report on early lessons from the Covid-19 pandemic, the Europe-
an Commission (2021) in their early research acknowledged the need and urged Member States to 
continue learning from the ongoing crisis in order to better locate new and emerging threats from 
the pandemic, which might help us better prepare for any future health crises.

This brief article focuses on government crisis communications, as “collection, processing and dis-
semination of information required to address a crisis situation” (Coombs, 2010). In particular, it 
discusses ways in which government communication services across the world have handled and 
are handling dissemination of information to citizens at the time of crisis, lessons learned from crisis 
communications during the Covid-19 crisis, valuable practices to ensure people’s trust in advice pro-
vided and measures implemented by governments, and key challenges in organization of vaccination 
campaigns. 

Government crisis communications strategies during the Covid 
19 crisis: What did we learn?
It is common knowledge that many government communication services already have crisis protocols in 
place to deal with different emergency and disaster scenarios. Regretfully, the Covid-19 pandemic had left 
many of them staggering. Nobody could have imagined that something like this could befall the world, 
least in such scope and effect. Hence, at its onset, the pandemic brought about great uncertainty and 
raised many questions for those tasked to setup proper communication strategies for dealing with the 
public health crisis.

At a time of global pandemic, as with any other crisis of life-threatening consequences, people turn to 
their governments, at local and national level, expecting critical services, but also trustworthy and timely 
information about the crisis and how they can protect themselves (Institute for State Effectiveness, 2020)

In the field of disaster/crisis communications, information can save lives, decrease spreading of the pan-
demic, and all governments are faced with the difficult task of setting up the best communication strategy 
that would enhance their credibility and increase the people’ confidence in and support to actions taken 
in response to the crisis, and with the task of developing a system for fast-tracked flow of accurate and 
verified information to the public.

The main task of any effective communication, especially that of governments at times of global pandem-
ic, according to the Institute for State Effectiveness (2020) is to mobilize citizens to take action against 
spreading of the virus and thereby protect the public healthcare system and medical staff and avoid hos-
pital overcrowding with patients. In the case of failure, the communication strategy is poorly developed 
or implemented, resulting in utter erosion of citizens’ trust in the institution and loss of lives, but – in the 
long run - it could also cause serious economic and social damages. 
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In order to prevent spreading of the virus, people need to be persuaded to change their habits and comply 
with protection measures, like mask mandates, prohibition for grouping of people, hands hygiene, and 
vaccination. Making a change in people’s behaviour through government communication and campaign is 
a difficult process in its own right and requires time for results to become visible. However, when people’s 
lives depend on the speed of information, fast change in behaviour is not impossible, but necessitates an 
advanced communication strategy that instils great trust among citizens. The most important principle in 
all democratic societies, i.e. convincing people to take the government’s stand and comply with protection 
measures, lies in telling them the truth, the only truth. Of course, the truth should be inevitably presented 
and shared through all possible channels, reaching out to each and every citizen, while taking decisive ac-
tion to prevent and diminish the devastating effect of Covid-19 misinformation that undermine the truth. 
Full and utter transparency is the only way for governments to gain the citizens’ trust, leaving it to their 
conscience and sound reason to exercise collective responsibility or to believe conspiracy theories that 
leave them fearing for their own health and rejecting any advice provided by the authorities. 

Speaking before mayors, local leaders, and members of response teams at an online event around Cov-
id-19 local response initiatives hosted by the Bloomberg Philanthropies, the former U.S. President Obama 
underlined the importance of gaining the public’s trust: “Speak the truth. Speak it clearly. Speak it with 
compassion. Speak it with empathy for what folks are going through. The biggest mistake any of us can 
make in these situations is to misinform, particularly when we’re requiring people to make sacrifices and 
take actions that might not be their natural inclination.” 

Effective government-to-citizen crisis communications 
Effective communications are of crucial importance when delivering messages to citizens, as they need 
to mobilise people around compliance with public health recommendations and the need to protect the 
public healthcare system. They encompass up-to-date sharing of accurate and verified information on all 
aspects of the pandemic, starting with describing the crisis and framing the issue, information on infection 
prevention, protection measures, education for citizens how to protect themselves and their loved ones, 
through regular briefings on the number of infected and deceased, and ending with economic aspects of 
the health crisis and relief measures to address the consequences. 

Framing the issue 
Framing processes are essential for organising social action (Goffman, 1974; Snow & Benford, 1988) and the 
use of frames is intended to mobilise constituents and populations to take action.

Thus far, experiences from different countries have showed that whenever the leaders attempted to ignore 
the threat posed by Covid-19 and present the pandemic in much lighter form than it really is, all for the 
purpose of avoiding to create panic among the population and preventing disruption to the economy, their 
countries were facing high infection and mortality rates.

Moreover, countries whose leaders lacked consistency in messages for the public, with top officials deliv-
ering contradictory statements, were facing general confusion among the population, resulting in wide-
spread panic (World Health Organization, 2020).

A typical example of war-like framing and rhetoric when addressing the Covid-19 health crisis is found in 
speeches delivered by French President Emmanuel Macron, who declared the virus as enemy to France. 
In doing that, he shifted the force of attack as one originating outside the society. Hallmark phrases from 
war-framed speech used by President Macron include: “general mobilisation”, defining crisis management 
as “war effort”, qualifying nurses deceased from the virus as “fallen victims”, and calling for “national uni-
ty” to defend the country against the virus. Such militarised frame implies a nationalist, paternalist and 
heroic component, as seen in the President’s expression of gratitude on behalf of the nation to “its heroes 
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in white scrubs”, while underlying the importance of slowing down the epidemic by adopting adequate be-
haviour and scolding citizens for non-compliance with protection measures in spite of multiple urges and 
explanations on the part of the health minister and the general director of health (Brandt, 2021).

At the crisis’ onset, German Chancellor Angela Merkel delegated crisis communications to the federal 
minister of health, but assumed more central and prominent role in communicating messages to the gen-
eral public as the crisis became more severe. In that, she adopted a calm and caring tone for the nation’s 
wellbeing, while presenting analytical facts and figures, and did not avoid discussing technical issues, in-
cluding the importance of correct behaviour amidst lack of medical treatment and vaccine, presented the 
government’s relief package for affected workers, and adopted a more personal dimension in her podcasts 
and televised addresses (ibid.).

UK Prime Minister Boris Johnson also adopted a proactive and pragmatic framing of the crisis until his own 
hospitalisation, which he used to explain the importance of hand-washing for the entire duration of the 
happy birthday song, thus ensuring a personal undertone to public messaging similar to the one applied by 
Chancellor Merkel. His messages regularly pinpointed the significance of the UK‘s National Health Service 
(NHS) as part of the broad national effort, including the brief period of time when the Prime Minister host-
ed daily briefings on latest statistics, followed by elaborate presentation of the government’s response by 
fellow officials (ibid.). 

On the other hand, U.S. President Donald Trump was persistent in dubbing the Covid-19 as “China Virus” 
(Rogers, Jakes & Swanson, 2020) and repeatedly downplayed the severity of the coronavirus pandemic, 
often contradicting public health experts and members of his administration in their sombre warnings to 
the public. 

The right way to deliver the right message
To answer the key question about the most effective method for governments to convey information and 
messages about the pandemic to their citizens, we must first answer a subset of questions, as elaborated 
below.

What are the features of the message/information?
There is no doubt that the answer to this question lies in the fact that clear, consistent and transparent 
communication is vital to containing Covid-19 infections

Clear
Information must be understood by all groups of citizens irrespective of their age and education back-
ground, and should not include too many technical and scientific elements. In the case of information 
packed with important elements, a general rule of thumb is to use infographics, video animations and/or 
other types of visual aids.

Timely
Information should be delivered immediately after being institutionally verified and must originate from 
an official source. Timely and continuous information to citizens is a significant tool in the fight against 
disinformation. Sometimes, it is important for information to be circulated fast in order to protect citi-
zens, prevent the spread of misinformation or decontaminate disinformation that might harm the public 
discourse. Information should be continuous, messages should be repeated and carried on all channels in 
order to ensure their outreach to literally all groups of citizens: press releases, communications on official 
websites, social media, mobile applications, DM applications, fast communication tools, etc. 
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Credible
The origin of information needs to be explained, including the facts it is based on, resulting in presentation 
of credible information to the public. For example, when communicating the decision on closing hospital-
ity businesses, the public needs to be informed that such decision was taken on proposal from the com-
mission on prevention of infectious diseases, which has determined higher rate of transmission among 
younger generations and has found that such measure is needed to reduce transmission, followed by pres-
entation of expected results, as well as examples from other countries that have taken similar decisions, 
WHO’s official position on the measure in question, etc. Another example concerns relief packages that 
have been designed in consultation with trade unions and chambers of commerce. 

Citizens must believe the accuracy of information they are provided. To achieve that, information needs 
to be presented together with facts and should be elaborated in detail. Moreover, information needs to 
be consistent, i.e. same and verified information should come from all official points of communication. 

Easily acceptable by the broader, non-expert public 
Having in mind that we are living at times of pandemic, which means that citizens live in fear, due consid-
eration should be made of undertone used to deliver information and messages. Crisis messages should 
strike the right balance in convincing the public that all is in order, which helps repress the panic, while 
injecting a sense of optimism and realism. 

Who should carry the message/information? 
There are different examples of messengers: press conferences, recorded addresses/podcasts, and social 
media posts. In some countries, designated messengers are the government’s spokespersons, chiefs of 
crisis management committees, commissions on prevention of infection diseases, designated spokesper-
sons, Ministers for Health, Prime Ministers, Presidents of State etc. Irrespective of the person selected to 
carry the message, it is important for messages to be delivered through already established and well-co-
ordinated system. For example, in the case of the Republic of North Macedonia, daily press conferences 
were oftentimes held by the health minister, who is also medical doctor, a surgeon, but at the times of 
infection peaks and introduction of additional measures, in addition to the health minister, press con-
ferences featured briefings from the chair of the commission on prevention of infection diseases, as well 
as the manager of the infectious disease clinic, and even the interior minister. On the other hand, press 
conferences designated for presentation of economic relief measures included the Prime Minister and the 
Minister of Economy.

Having in mind that crisis communications are organized around the pandemic, an expert topic that is not 
broadly known to the general public, the communication strategy included mandatory briefings for the 
media and the public with medical doctors, epidemiologists and psychologists that could be of assistance 
to citizens in coping with the crisis. The first step in that regard is to make sure that the topic is bought 
closer to the media and journalists so they are able to carry it further in simple and plain language to their 
respective audiences. In the case of briefings intended for presentation of infection prevention measures, 
these could be held by a panel of doctors who are also members of the commission on protection from 
infection diseases or different bodies designated to manage the health crisis in the country. 

Engaging influencers to carry messages to different target groups
Under the current circumstances when people are uncertain whether they should get vaccinated, be it 
from distrust in novel vaccines and insufficient evidence on their efficacy or distrust in the government as 
key messenger in the vaccination campaign, or maybe even the fact that they are misinformed and believe 
the virus does not exist or believe in another global conspiracy theory advocating against vaccination, 
involvement of influences, i.e. public figures that enjoy the trust of particular population groups, and their 
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personal examples by getting vaccinated, could have a strong effect on citizens to do the same. People 
trust leaders in the government, others trust the opposition, yet another group trusts their religious lead-
er, and many trust their favourite sportsman or musician. What is important is for all these public figures 
to get their vaccine jabs in front of cameras, sending a message on the importance for everybody to do the 
same in order to finally put an end to the pandemic. Involvement of influencers in the vaccination cam-
paign has yielded great results in highly polarised and segregated societies. 

Communication channels to carry the message/information? 

Press conferences 
This is the oldest and most common method for government representatives to share messages/informa-
tion with the general public. A novelty brought about by the Covid-19 pandemic concerns organization of 
press conferences under special protocols, i.e. ensuring physical distance between journalists and wearing 
masks. Another novelty concerns organization of press conferences where journalists join Q&A sessions 
online, from their homes or editorial desks, using video conferencing tools such as ZOOM, WebEx and the 
like.

Websites
This is another frequently used information tool for citizens, having in mind that we live in the age of 
internet and many citizens are accustomed to getting their information from the world wide web. There 
are plenty and various examples on information dissemination via websites. For instance, Italy has a des-
ignated website for dissemination of information on the healthcare system in real time. A designated web-
site (koronavirus.gov.mk) in the Republic of North Macedonia hosts information in the form of statistics, 
government measures, work protocols and operation under pandemic conditions, advice for citizens on 
protection from Covid-19, information on available psychological support, toll-free line for covid-related 
information, breakdown of covid-related costs, etc. 

Social media 
Social media are the main communication tool used by many governments, especially in respect to de-
bunking all and any disinformation related to Covid-19, as these are commonly shared on the same com-
munication channel. In order to accommodate the need for fast debunking of misinformation, a number 
of social media platforms enabled special products that help governments disseminate their messages. 
For example, Facebook came up with its own platform for Covid-19 related information which features au-
tomated distribution of information on Covid-19 shared by institutions. Moreover, Facebook and YouTube 
offered vouchers for free broadcast of government-produced videos with messages for their citizens. 

DM applications (e.g., Facebook Messenger, WhatsApp, Viber, Telegram, Signal and 
others)
Citizens engaged in voluntary subscription to Covid-19 groups where they receive information about the 
pandemic. Most often, these are one-directional communication channels. The Government of North Mac-
edonia was approached by Viberand setup a verified community channel on this platform, used to send 
free of charge messages to Viber users in the country inviting them to subscribe/follow the government’s 
channel for fast information related to Covid-19. 

Telephone lines 
This is an excellent example of a two-directional communication channel with citizen where they are able 
to obtain any information needed in respect to the pandemic. 
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For instance, the Government of North Macedonia set up a telephone line for information on economic re-
lief measure, which offered assistance to citizens in applying for different packages of state relief intended 
for persons who have lost their jobs and for companies affected by the crisis, as well as separate telephone 
line for psychological counselling. 

Printed materials 
Printed materials have proved to be an excellent tool for information dissemination to citizens who do not 
have internet access, mainly those living in rural areas. 

Mobile and web applications 
In most cases, applications developed in respect to the Covid-19 pandemic were aimed at registration of 
infection cases. Inevitably, these applications open many questions about the safety of information made 
available to governments in case of possible abuse of personal data. 

Crowdsourcing by citizens 
This tool is used in the case of low trust in the government, i.e. when citizens have no confidence in gov-
ernment campaigns and messages. 

Disinformation at the time of COVID-19 
Nowadays, disinformation is the key tool used to undermine democratic and reform processes in the 
world. Therefore, it is our responsibility and duty to be active, proactive and committed to promotion of 
democratic principles and values. 

The avalanche of misinformation about COVID-19 has led to a situation which many have termed as “info-
demic”. It has put a spotlight on one of the most difficult challenges faced by governments in their com-
munications: how to break through the noise and deliver trusted information to citizens that penetrates 
the sea of information and misinformation from official sources, the media or online. This challenge is par-
ticularly heightened when people are isolated, in panic, and heavily rely on information from a multitude 
of communication outlets at their fingertips. 

Since the beginning of the pandemic, misinformation and disinformation have heightened the already 
acute communication challenge by spreading dangerous information, fuelling vaccine hesitancy and con-
tributing to general anxiety and polarisation through conspiracy theories. Such situation reflects the con-
tinued and prolonged probe and distrust in science and experts.

Vast portion of Covid-19 misinformation concern the origin of the virus, which could be expected given 
the ongoing pandemic. In that, the first aspect subject to questioning is who or where did misinformation 
start. In continuation, this article provides a brief listing of most commonly shared disinformation related 
to Covid-19, massively shared on the social media, supported by personal stories and testimonies, videos 
and elaborations by various quasi-experts presenting themselves as former medical doctors, scientists, 
people who work for governments, and assuring audiences they are in possession of more information 
about the crisis compared to everybody else. For example, in research from The Economist (2020), accord-
ing to internet-based information in China, the virus is spread by the CIA in order to countereffect Chi-
na’s rising power across the globe. Such misinformation was instigated by two spokesmen at the Chinese 
Ministry of Foreign Affairs, implying that the virus was created and spread by the U.S. Army. On the other 
hand, social media networks in Russia were campaigning that Covid-19 is biological weapon used to wage 
an economic war against China. According to new research (Brewster, 2020), others claimed that the virus 
was created at the Wuhan Institute of Virology and that it was leaked on purpose or accidentally. It should 
be noted that misinformation can be flamed by a misplaced statement given by influential politicians. For 
example, “President Trump says during a White House briefing that the U.S. government was looking into 
the claim the virus spread as a result of a lab accident and that it made ‘sense’, without citing evidence; 
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during the same briefing (Jackson &Hjelmgaard, 2020)”. Of course, the statement made many think that 
the virus was created in a lab in China, after an accident.   

On the other side of the spectrum, there are conspiracy groups connecting the 5G technology with the 
spread of the novel coronavirus. Such claims were supported in “a viral video by an American doctor, who 
is on disciplinary probation, claiming that the coronavirus pandemic was caused by 5G technology (Ni-
cholson, Ho & Yates, 2020)”. To make matters worse, the video was shared by many celebrities, thereby 
contributing to further spread of fake news.

Other misinformation related to Covid-19 concern actual scope of infections worldwide, prevention, vac-
cination, medicines, treatment, etc. Antivaxxer movements are empowered by misinformation about the 
Covid-19 vaccines. Hence, information put into circulation concern false or unsupported claims that new 
vaccines cause female infertility, are able to reprogram human DNA, turn human bodies into magnetic 
field, contain material from aborted fetus, etc. As regards infection prevention, misinformation are wide 
and varied and include: alcohol, warm or hot drinks at 30° Celsius, vegetarians being safe from Covid-19, 
use of tobacco to prevent infection, etc.  

In general, the ongoing crisis showcased the great harmful effect of disinformation and damages they 
could cause to the system, the public healthcare system, but also to people’s lives. They can be directly 
correlated to the lower rate of vaccination, have contributed to disrespect for measures aimed to decrease 
person-to-person infections, and boosted the people’s belief that the virus is not real. The sad reality of it 
all is seen in the fact that many believing such disinformation got infected, brought the virus home and 
transferred it to their elderly parents and relatives, with devastating consequences and loss of lives. On 
the other hand, the health crisis, coupled with the so-called infodemic, sounded the red alarm for many 
governments and forced them to think outside the box, designing new ways to combat disinformation and 
activating crisis communication protocols. 

For the time being, proactivity in dissemination of accurate and verified information is still the most effec-
tive method to protect people against disinformation, equipping them to easily recognize and skip over 
click-biting posts abounding in fake news and conspiracy theories. Another useful tool in that regard is 
greater investment in media literacy and education of the population how to critically analyse information 
and distinguish true from misinformation, which enhances the collective resistance to disinformation. 

In the fight against disinformation, efforts on the part of governments across the world to attract social 
media platforms on the side of defence against disinformation are of great importance. For many of these 
companies, this would imply change of their business model and reduced profits, but the governments 
are starting to show results in this respect as well, convincing social networks that their current method 
of operation is unsustainable in the long run and that by allowing disinformation to be rapidly spread on 
their platforms they are causing great harm on democracies in the world, and that they must slowly make 
changes in their operation in terms of more resolute fight against disinformation. Efforts of the European 
Commission in this regard are praiseworthy, as they managed to unite the “biggest players” under the 
commitment to take specific activities aimed at “tightening the screw on disinformation”. One tool used 
by the European Commission in that respect is the Code of Practice on Disinformation. 

This Code is a self-regulatory instrument designed to commit companies to certain standards when it 
comes to tackling disinformation. It is a soft law and non-binding instrument, which is still implemented 
on voluntary basis, but some provisions, especially those laid down in the Commission’s guidelines, may 
become mandatory once the European Parliament adopts the Digital Services Act.

In September 2021, the Commission announced they continue to expand the list of signatories from dif-
ferent industries that are willing to comply with requirements from the Code of Practice on Disinforma-
tion. New potential signatories, like the video platform Vimeo and social network Clubhouse, joined plat-
forms such as Facebook, Google, Twitter, and TikTok, which have already signed up to the Code (Bertuzzi 
& Killeen, 2021).
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As regards disinformation related to Covid-19, a number of initiatives were taken by various platforms, 
focused on delivery and promotion of verified information about vaccination. In particular, Twitter, TikTok, 
Microsoft, and Facebookall reported specific efforts in France, which has struggled with vaccine hesitancy 
and misinformation during the Covid-19 pandemic (ibid.).

On 29 September, YouTube announced that it would ban any content containing disinformation about ap-
proved vaccines, accounting for an expansion of its previous prohibition for contents making false claims 
about COVID-19 jabs. As reported by the platform, the switch came after realisation that generalised dis-
trust in vaccination has contributed to Covid-19 vaccine-specific hesitancy. 

Facebook alone reported having removed more than 110,000 pieces of content in the EU for violations of 
its and Instagram’s Covid-19 and vaccination misinformation policies. In August, this number climbed by 
another 40,000. 

Thank and celebrate the heroes
In conclusion, this article closes with one of the most important elements of any government communica-
tion plan to address the Covid-19 crisis, an element that many governments have failed to properly address 
on the account of the chaos in handling the crisis - thanking and celebrating the heroes.

Awareness campaigns, and restrictions, could be useful in ensuring that majority of the population com-
plies with public health mandates, gets vaccinated, however, these tools would not suffice in compelling 
some people to take action. To great extent, communications can help create collective awareness and 
atmosphere that each and every person is important in handling the situation. That could be done by sin-
gling out those at the frontlines of this battle and acknowledging their contribution. Here, one should start 
with the entire medical staff that invested a superhuman effort to help infected people recover from the 
virus. Then, there are those that doubled their effort or managed to adapt to changes imposed by the new 
reality. These include people complying with mask mandates and hand sanitation at their jobs, professors 
adapting to online classes and tutorials who made sure the education process remained uninterrupted for 
pupils and students alike. Then, there are the police, regularly checking up with infected people quaran-
tined at home, ambulance vehicles transporting patients to hospitals day in and day out, and many, many 
other unsung heroes. 

Expressing gratitude and acknowledging contribution helps everybody sustain the additional effort made 
in dealing with the crisis, an effort that has completely changed the lives of many, who continue to fight 
off exhaustion and psychological burnout, all for the noble purpose of saving human lives and putting an 
end to the health crisis. We must all validate people at the frontlines as actual heroes, showing respect and 
eternal gratitude for their super human effort in ensuring the wellbeing of the collective.  

Gratitude for their work could be expressed in many ways: awarding them medals of honour or certificates 
of acknowledgement; organizing public events where politicians meet them in person and acknowledge 
their contribution; social media posts expressing gratitude to all those who had given their best in dealing 
with the crisis. 
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ABSTRACT
This chapter provides an overview of disinformation, its roots, and ways to counter its malign in-
fluence. While multiple agencies and governments recognize disinformation as a large-scale prob-
lem, the chapter would be helpful for practitioners to uncover basic definitions and ways to curb 
its spread. The text provides definitions of mis-, dis-, and malinformation to set the context for ap-
propriate response measures. The authors present an overview of how disinformation works, why 
people consume it, and how malign actors use it as a means of information warfare. This chapter of-
fers a four-line approach that governments and civil society organizations might employ to diminish 
the effects of disinformation based on the ongoing measures by multiple agencies and governmen-
tal bodies worldwide. The four lines discussed in this chapter are: documenting the threat, raising 
awareness about the threat, preventing and repairing weaknesses in the information system, and 
punishing, deterring, and limiting information aggressors.

104   |   Be a Digital Diplomat



105   |   How to Deal with Disinformation

Roots of the problem
Disinformation came under the spotlight after the US presidential elections in 2016 when “fake news” 
was named a word of the year by the Collins Dictionary (Hunt, 2017). However, the deception through in-
tentionally falsified information dates back to ancient times. At the same time, disinformation still harms 
democratic processes, erodes trust in state institutions, and endangers public health (European Commis-
sion, 2021). For this reason, we need to research how it works and why it is effective in modern times.

Disinformation as a method of political conflict thrived during the Cold War when intelligence services 
used forgeries to disinform their opponents (Rid, 2020). One of the best-known disinformation campaigns 
was operation INFEKTION, ran by the USSR in the 1980s. The campaign aimed to convince the world that 
HIV was “manufactured as a result of genetic engineering experiments conducted at Fort Detrick, Mary-
land (United States Department of State, 1987, p. 101).” Many people still believe this disinformation after 
years of refutation and a more comprehensive access to the information sources. 

While disinformation campaigns of the past achieved significant results in the traditional media, such as 
newspapers, TV, and radio, the modern era brings even more opportunities to reach the audience. With the 
development of the internet, users constantly consume information and get bombarded continuously with 
messages, some of which inevitably contain mis- or disinformation. 

Digitalization and the demand for immediate news have created a new reality as platforms, bloggers, and 
outlets challenge each other in the marketplace of ideas. The new media cycle favours speed over quality, 
creating an additional venue for disinformation actors to succeed and achieve their goals. At the same 
time, more people receive their news from social media, and this amplifies news messages from credi-
ble and dubious sources, which do not always have an editorial process or adopt fact-checking practices 
(Shearer & Mitchell, 2021). Previously, political news was a shared experience, with large segments of the 
population consuming the same items at the same time, but now, it has become an individualized process, 
with citizens configuring their own consumption by choosing from a range of sources. While an engaged 
minority of people has the ability to monitor events as they occur by watching rolling news or reading live 
news blogs on newspaper websites, some audiences could opt out of news consumption altogether. This 
trend leads the transition of media towards a more fragmented experience (Anstead, 2021, p. 30).

What is disinformation, and why does it work? 
According to the influential research Information Disorder (Wardle & Derakhshan, 2017, p. 110), we now 
live in a time when the amount of information consumed and time spent with digital media expands annu-
ally, which nudges people to trust relatives and friends in navigating the exponential information sphere 
(Meeker, 2017). 

With the information overload, people do not have time to thoroughly follow all the news, so they fall for 
reading headlines and swiftly make conclusions based on them. At the same time, the endless newsfeeds 
prioritize emotional messages that increase our time spent on platforms even more, as emotional content 
brings clicks, which generate ad revenue for the websites that show them.

These modern communication features constitute a state in which a myriad of actors communicate news 
and stories, and not all sources follow journalistic or objectivity standards. Some state-owned media, like 
RT or Sputnik, or partisan news blogs are consistently exposed as spreaders of disinformation (Alekseje-
va, 2021; “Disinfo: Bloomberg Provides Reasons To Trust Russian Vaccine Sputnik V”, 2021). Some coun:-
tries specifically create outlets to run disinformation campaigns overseas (United States Department of 
State, 2020, p. 77). At the same time, mainstream and renowned media are neither flawless and sometimes 
spread false information that needs correction, too. However, the main difference between those is the 
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intent and the correction effort that credible media usually demonstrate. To make sense of new trends of 
false or incorrect information, the definition of the terms is essential. 

While academics and researchers (Jack, 2017) opposed the use of the term “fake news” due to its vague 
and broad nature, three concepts of information were suggested to address various kinds of false infor-
mation—disinformation, misinformation, and malinformation. The origin of the term “disinformation” is 
unknown, but multiple authors (Bittman, 1985; Pacepa & Rychlak, 2013) suggest that it surfaced after this 
word first appeared in the Great Soviet Encyclopedia in 1952. While many definitions exist, most of them 
agree that disinformation is “deceptive” and “intentional” (Krafft & Donovan, 2020). Claire Wardle and 
Hossein Derakhshan (2017) defined disinformation as false information that is “deliberately created to 
harm a person, social group, organization, or country.” UNESCO (2018) and the EU (European Parliament, 
Directorate General for Internal Policies of the Union, 2019) share this definition, but it raises an additional 
level of uncertainty and complexity because the intent of disinformation is usually hard to prove. 

On the other hand, misinformation is false information that was not created to do harm or was disseminat-
ed without knowledge about the fraudulent nature of its message. An example of misinformation might be 
a photo with a wrong caption or a satire that is taken seriously (Wardle & Derakhshan, 2017). While mis-
information is unintentional, it might also be harmful when multiple users share inaccurate information, 
portraying it as accurate where it is not. Usually, misinformation thrives when an extraordinary event is 
unfolding, and people share any information they are able to find, which is sometimes taken out of context 
or from other events.

Malinformation is factual information acquired through hacking, leaking, or another illegal act, with the 
clear intent to harm a person, entity, or country. Leaked emails or confidential documents will fall into this 
category. While this category of information is the rarest of all three, its effects might have a devastating 
impact on actors’ reputation. Documents released after such actions could be recycled and used multiple 
times as part of future disinformation campaigns.

To understand why an old problem which is a result of wrong information still has a significant impact 
on our decisions and societies, we should analyse why people fall for false information and whether it is 
possible to eradicate this problem.

Why do people consume disinformation?
By analysing Twitter data, Vosoughi, Roy and Aral (2018) found that false information spreads faster than 
the truth because people are more willing to share it. According to a New York Times customer insight 
group research (Foundation Marketing, 2018), some of the biggest reasons people share information is to 
bring valuable information to others, define ourselves in relation to others, and build and nourish relation-
ships. So, we do this to demonstrate our belonging to a specific group and signal helpful information. This 
influences the media to serve information according to these needs. This explains the widespread dissem-
ination of emotional headlines about polarizing topics, such as politics, and the spread of misinformation 
about events that people might find helpful for others in their circle or community. At the same time, peo-
ple could face pressure to share news or opinions as a signal of community belonging out of fear of social 
exclusion (Noelle-Neumann, 1993).

Another issue is that, on social media, news from AP or Reuters look the same way as news from a random 
blog, which shifts the attention from the source to the story itself, regardless of its trustworthiness. As 
platforms lowered the entry barrier for new media, many outlets with questionable editorial guidelines 
entered the stage. This situation has led to an exponential growth of online information, and people must 
now use shortcuts to prioritize or pick the needed information from the never-ending flow. The human 
mind therefore ends up employing multiple types of bias to process information. One of the most signifi-
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cant enablers for mis- and disinformation spread is the confirmation bias, or a tendency to search, favour, 
and recall information that supports a person’s prior beliefs or values (Kahneman, 2011). While people com-
municate in social groups, they will most probably consume and share the information in line with their 
views. Social media amplify this effect with filter bubbles, algorithms that pick the content on newsfeeds 
to get users engaged for an extended period (Pariser, 2012). People would rather spend time in like-minded 
communities with comfortable messages; therefore, algorithms build the newsfeed uniquely for users’ 
interests, distorting their world view.

This bias could be exacerbated by the effects of polarization, a tendency to opt for more extreme views 
when met with opposing, uncomfortable messages. People’s unwillingness to be wrong could lead to prim-
ing like-minded sources and avoiding opposing ones, becoming even more polarized on this information.

Pennycook and Rand (2019), on the other hand, argue that, while confirmation bias exists, the lack of de-
liberate analysis of the headline, which authors consider as “lazy thinking,” plays a critical role. This means 
that people are susceptible to disinformation when they do not pay close attention to the information they 
consume.

Information warfare
While mis- and disinformation are problems on their own, some state and non-state actors could use them 
for political or military gains. One of the most active countries that exploit and use them as a tool for infor-
mation warfare is Russia. According to Giles (2016), Russia perceives information warfare as an “ongoing 
activity regardless of the state of relations with the opponent,” which means that Russia constantly em-
ploys various instruments and engages in activities to influence the perception and behaviour of its own 
and foreign populations and communities of enemies. 

Russian sources divide information warfare into two categories: information-psychological and informa-
tion-technology warfare. The latter means hostility towards communication systems and their ability to 
process and transmit information, which is usually used during wartime. In contrast, the former is a con-
stant effort to affect populations or armed forces of the opponent. Information-psychological warfare 
employs disinformation to influence people to make wrong decisions or to erode trust in governmental 
bodies, making an opponent weaker and easy prey in future negotiations or kinetic action.

Four lines of defence
Whereas multiple fact-checking organizations and platforms are trying to curb the spread of mis- and dis-
information by applying various approaches, such as debunking or the use of social media disclaimers, the 
effectiveness of such measures remains debated and surrounded by persistent myths and misconceptions 
(United States Department of State, Global Engagement Center, 2020; Mosleh, Martel, Eckles & Rand, 
2021). Therefore, governments should enter the stage and assist the ongoing efforts to slow the spread of 
disinformation, as it poses a threat not only to democratic decision-making processes, such as the elec-
tions, but also to finances and public health, as demonstrated during the COVID-19 pandemic (Ben Nimmo, 
2018; Bandeira, 2020; Vandewalker, 2020).

Some countermeasures will work only in some societies or for just a part of an audience. However, that 
does not mean that these measures are not effective—it merely means that we will need more of them. 
Just as disinformers use multiple channels and multiple narratives in order to reach as many segments 
of an audience as possible, those countering disinformation also need to try many different approaches 
(Kalenský, 2019). 
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To offer a more holistic approach, four basic “lines of defence” to counter hostile information operations 
have been developed, all of which should be applied in a coordinated manner. 
1.   Document the threat, in order to collect more data on the threat and gain a stronger understanding of 

it in the information environment.
2.   Raise awareness about the threat, to reach as many audiences as possible, making them aware of it 

and, thus, inoculated against it. In contrast to Line 1, which seeks to obtain more information about 
the threat, Line 2 attempts to ensure that more people have at least basic information about it.

3.   Repair, mitigate, and prevent weaknesses found within the information system, in order to decrease 
the ease of exploitation by attackers and make their target smaller and harder to hit. This line of de-
fence should mitigate the effect of the threat on the target. 

4.   Limit, challenge, constrain, punish, and deter information aggressors. This line of defence, unlike the 
above ones, is not directed at the victims of information aggression, but aims to decrease aggressors’ 
desire to be aggressive instead.

Within each of these lines, there are various tactical countermeasures. To underline the above—none of 
them will solve the entire problem. For instance, focusing only on the victims of the information aggres-
sion (Lines 1–3) while excluding the part about limiting and punishing the aggressor will only mean that 
the aggressor will have to adapt to the changed environment, but their willingness to be aggressive will 
remain unchanged—which is exactly what we’re witnessing at the moment (Snegovaya & Watanabe, 2021). 
Skipping Line 1 as too laborious, whack-a-mole, or ineffective for those who already believe disinformation 
operations will preclude us from making any future decision based on empirical evidence, since Line 1 is 
the only one that provides this evidence. Skipping the part that inoculates broader audiences provides 
information aggressors too big a target they can hit unopposed—and it is due to the nature of communi-
cation campaigns that an unopposed communication campaign will, over time, achieve results, no matter 
how counter-factual it is. 

The next section will briefly outline various tactical measures in each line of defence.

Line 1: Documenting the threat
Documenting disinformation, identifying it, collecting occurrences of it—this is the very basis of counter-
ing disinformation. It is a measure that is imperative, without which nothing else is possible in an informed 
way; and at the same time, it is a measure that is still heavily underestimated. 

Without documenting cases of disinformation, it is impossible to talk about a disinformation campaign, as 
we cannot present a summary of cases as part of the campaign. It is impossible to talk about an increase 
or decrease in disinformation—if we do not document the basis and if we do not know the norm, we will 
never be able to determine a deviation from the norm. It is impossible to measure how many people be-
lieve this or that piece of disinformation, because there is no case documented that we could measure. 
Without debunking a false story, it is impossible to talk about disinformation, which is defined as an “inten-
tionally spread false story,” since the “false” in the story has not yet been identified. The fear that debunk-
ing disinformation in fact strengthens a false story instead of deconstructing it seems to be unfounded 
(Swire-Thompson, DeGutis & Lazer, 2020; Snegovaya & Watanabe, 2021).

The pioneers of systematic documentation of disinformation are the Ukrainian StopFake. Similar endeav-
ours have since been copied by the NATO (2020) and the EU (EUvsDisinfo.eu). There are also other civil 
society projects monitoring and documenting what is happening in the disinformation ecosystem, such as 
the DFRLab or the Ukrainian Crisis Media Center. 
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However, despite the amount of work that has already been done, we still lack answers to some very basic 
questions (Kalenský & Freudenstein, 2018):
• How many disinformation channels are there?
• How many messages do they spread?
• How many people do they target and reach?
• How many people do they persuade? 

The last question seems to be the ultimate one—providing us with the answer to how successful disinfor-
mation campaigns really are. Some opinion polls show very worrying numbers (“Even the Strongest Are 
in Danger”, 2017; McTague, 2019; Shutov, 2020; STEM Institute, 2021). In many different societies and in 
repeated cases, 20–50 per cent of the population may believe various disinformation narratives. Unfortu-
nately, we are not systematically monitoring this phenomenon, meaning we lack not only the answer to 
the question how successful information aggressors really are, but also to the question how successful our 
countermeasures are (do they lead to the decrease in number of people who believe lies or not?).

To do the documenting part properly, governments need to be involved. An exhaustive monitoring process 
has to be backed by reliable financing for a long time—which is unachievable by the civil society. Unfortu-
nately, not even the EU nor NATO have a full picture of what is happening in the disinformation ecosystem, 
not to mention particular governments. 

Until we gather the required information and answers to the questions above, we are merely fighting in a 
fog, akin to being in a war and not knowing how many tanks and missiles the enemy controls, or how many 
people per day they manage to kill. 

Line 2: Raising awareness about the threat
A lot of the work anticipated in Line 2 will be carried out by doing Line 1 properly. Documenting the threat 
will provide the “ammunition” for raising awareness about it. However, the aim of Line 2 is different—in 
Line 1, we try to gain more information about the problem for specialists and policy makers, while, in Line 
2, we try to broaden general knowledge about the threat and reach as many people as possible. For that, 
communication experts are necessary, and involvement of numerous varied voices is required to reach 
many different audiences. 

Some governments have launched communication programs for their civil service (Centre against Terror-
ism and Hybrid Threats, 2016; Swedish Civil Contingencies Agency (MSB), 2019). Annual reports of the 
Estonian KAPO or the Lithuanian National Threat Assessment provide valuable information for the expert 
audience, as is the case with reports from the Centers of Excellence in Riga (NATO StratCom CoE) and 
Helsinki (EU-NATO Hybrid CoE). Raising awareness among high-ranking civil servants can result in killing 
a disinformation story before it has time to spread—which is an ideal result. The comparison between best 
practices in Lithuania and a similar case in Germany, where the awareness about the threat is significantly 
lower, shows the difference (Meister, 2016; Schultz, 2017).

However, raising awareness among state employees is by far not enough. We need to organise special 
communication and media campaigns for the broader public or campaigns using humour to reach audienc-
es that governments do not typically reach (Schearf, 2017; Thomsen, 2017). We need to try to reach young 
people through influencers, who have the ear of the younger generation (Jeden svět na školách, 2019).

Some methods of communication may work effectively in only a part of a given audience and may be inef-
fective in case of another—but this does not justify refraining from implementing these various methods. 
As journalist Anne Applebaum (2019) documented, prior to the onset of COVID-19 in Italy, regarding the 
anti-vaccination disinformation campaign, different approaches to raising awareness of a threat will reach 
and impact different people, but this does not make one approach better or worse than another. We just 
need to try adopting more different approaches, thus reaching different target groups.
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Line 3: Preventing and repairing weaknesses in the information system
Line 3 slightly overlaps Line 2 in the sense that, by raising awareness effectively, we can minimize some of 
the weaknesses found and exploited within the information system. However, to overcome some weak-
nesses, more than just increased awareness is required. 

Among the most exploited weaknesses used by disinformation actors are the existing tensions within tar-
get societies. Multiple pieces of research document how Kremlin propaganda abused racial tensions during 
the Cold War, the recent US elections, generational gaps, urban and rural divides, the LGBTQ+ community, 
or historical tensions within countries (“The Strategy and Tactics of the Pro-Kremlin Disinformation Camt-
paign”, 2018; Green-Riley & Stewart, 2020; Rid, 2020). Any topic with the potential to polarize audiences 
and evoke emotions will effectively diverge discussion from the rational realm and make an audience more 
susceptible to manipulation (ibid.). These divides are not easy to fix and require not only communication 
or positive messaging, but concrete policies aimed to remedy them. However, this work could reduce the 
potential target of information or influence operations by making societies more resilient.

Traditional media are also very susceptible to exploitation by disinformation campaigns. For instance, 
while commenting on the Democratic National Convention emails leak, The New York Times (Lipton, 
Sanger & Shane, 2016) acknowledged that it became a tool of Russian intelligence alongside other media. 
Multiple media provide a platform for Russian authorities, which have previously disseminated false infor-
mation on multiple occasions, ranging from the downing of MH17 to state-sponsored doping and WADA. 
Doing so without mentioning the context of the past campaigns legitimizes them and potentially misleads 
audiences to the benefit of disinformation actors.

Another weakness that allows the spread of disinformation is social media. Social media should clearly la-
bel the outlets that are notorious for spreading disinformation. However, mainstream social media cannot 
fully combat disinformation because the content is easily changing and moving from one platform to other 
platforms with different terms of service and rules (Karazian & Knight, 2020). Therefore, cooperation with 
platforms and new policies are needed to address disinformation issues. 

The final weakness is the general lack of media literacy. While some countries demonstrate outstanding 
results in this regard, like Nordic states, the vast majority of societies cannot boast of similar achieve-
ments. For instance, Sputnik, a Kremlin-owned outlet, was forced to shut down in all Nordic countries due 
to a lack of substantial audience (Pettersen, 2016). However, people’s expectations of media literacy as the 
primary cure for disinformation might be false. First of all, the desired effect of a literate population may 
be produced as a result of synergy between multiple institutions, campaigns, and time, which is not on the 
side of this long-term solution. Second, those who believe and/or spread disinformation may not be doing 
so only because they are illiterate (Partin, 2020). Finally, the people behind disinformation campaigns also 
adapt to the environment they want to operate in and change their tactics accordingly. 

Constant investigation and evaluation of the techniques exploited by aggressors are crucial for the success 
of and decision-making in the mitigation of weaknesses. However, it is not enough to overcome the prob-
lem of disinformation itself because perpetrators will always find new ways to influence target audiences. 
Therefore, it is essential to limit the willingness of aggressors to conduct such attacks. 

Line 4: Punishing, deterring, and limiting information aggressors 
All previous lines focus on resilience and more defensive aspects, while the last line could be perceived as 
an offensive defence because it focuses on punishing aggressors. If acts of aggression are kept unpunished, 
aggressors may hit the victim multiple times. While the victim must deal with aggressive disinformation 
acts, the lack of punishment encourages aggressors to continue their approach due to the low price for 
such actions. Finally, the inaction regarding such aggression could induce other actors to behave similarly 
and increase the risk of aggressors starting even more disinformation campaigns.
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The EU recognized the need to “impos[e] the costs on perpetrators” and introduced the European Democ-
racy Action Plan in 2020 (European Commission, 2020). The implementation of this document is yet to be 
seen. However, both legal and non-legal measures can be adopted, with the latter depending on the deci-
sions of individuals and institutions. The easiest of the non-legal steps is the “name and shame” strategy. 
This process may discourage some information aggressors, or, at least, it may also help raise awareness 
about a given disinformation campaign and broaden audiences’ understanding of the threat.

Individuals and organizations can ignore the “pseudomedia,” which serve as a gateway for various disinfor-
mation campaigns. If an outlet consistently spreads disinformation, there should be no incentive to legiti-
mize it with comments or interviews or treat them as a credible source which occasionally makes mistakes. 
For instance, in 2019, the United Kingdom denied access to Kremlin’s news agencies to a conference on 
media freedom (“Russia‘s RT banned from UK media freedom conference”, 2019). 

Legal measures could be best demonstrated by countries that are located on the front line of Russia. In 
2016, Lithuania enforced a hate-speech-targeted law to address a local disinformation-spreading media 
outlet (Wang, 2019). Lithuania has also banned one of Kremlin’s “pseudojournalists” from the country, cit-
ing them as a “threat to national security (“Lithuania Expels Chief Editor of Sputnik’s Local Branch”, 2019).” 
Ukraine has banned channels controlled by a local pro-Kremlin politician, Viktor Medvedchuk (Dickin-
son, 2021). Bulgaria has targeted a local pro-Kremlin politician for spreading false information regarding 
COVID-19, which was deemed a threat that could cause panic (“Bulgaria Charges Pro-Russia Politician 
with Spreading False Information About Coronavirus”, 2020). In Slovakia, the editor-in-chief of a disin -
formation-oriented outlet was found guilty of defamation of race, nation, and religion (“Editor-in-chief of 
conspiracy magazine pleaded guilty”, 2019).

Apart from these decisions, there is another instrument—sanctions. Estonia and Latvia have used sanc-
tions against the chief Kremlin propagandist, Dmitry Kiselyov, to make the operations of the media orga-
nizations within Kiselyov’s purview more difficult (“A Disillusioned Democrat”, 2019). Estonian banks and 
officials refuse to deal with representatives of Sputnik and have threatened them with criminal prosecu-
tion, forcing these pseudojournalists to leave the country (“Sputnik ends operations in Estonia”, 2020). 
Sanctions do not need to be limited to an individual; they can be targeted at disinformation organizations. 
For instance, local activists and PR professionals in the Czech Republic try to pressure companies not to 
advertise on the outlets known to spread disinformation (Brokes, 2020).

Conclusions
Disinformation has a long history, but it has reappeared as a major problem with the development of the 
internet and social media platforms. Some actors belittle this problem, but the experience of countries at 
the frontline of information warfare suggests the actual scale of the issue. To combat or limit the spread 
of disinformation, we need to define what type of false information we are dealing with, identify the in-
tention behind specific campaigns, and respond and curb their influence effectively. To do it, we need to 
understand why people consume disinformation, which types of bias are in play, and how disinformation 
aggressors might use them to influence various groups. Societies need to understand their own weakness-
es and be willing to work on them.

There is no silver bullet solution to combat disinformation, other than coordinated efforts from multiple 
actors—governments, media, and the civil society. These measures may focus on four different areas—
documenting the threat, raising awareness about it, preventing and repairing weaknesses, and punishing 
and deterring information aggressors. These steps could help both understand and limit the influence of 
disinformation campaigns and make societies more resilient to them.
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